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Amazon AWS Certified AI Practitioner 58 & AIF-CO01 5% 5% 5 & (Q357-
Q362):

B #357

A social media company wants to use a large language model (LLM) for content moderation. The company wants to evaluate the
LLM outputs for bias and potential discrimination against specific groups or individuals.

Which data source should the company use to evaluate the LLM outputs with the LEAST admnistrative effort?

e A. Moderation logs

e B. Benchmark datasets

¢ C. Content moderation guidelines
e D. User-generated content

IEf#: B

fEER -

Benchmark datasets are pre-validated datasets specifically designed to evaluate machine learning models for bias, fairmess, and
potential discrimination. These datasets are the most efficient tool for assessing an LLM's performance against known standards with
minimal administrative effort.

* Option D (Correct): "Benchmark datasets' This is the correct answer because using standardized benchmark datasets allows the
company to evaluate model outputs for bias with minimal administrative overhead.

* Option A: "User-generated content” is incorrect because it is unstructured and would require significant effort to analyze for bias.
* Option B: "Moderation logs" is incorrect because they represent historical data and do not provide a standardized basis for
evaluating bias.

* Option C: "Content moderation guidelines” is incorrect because they provide qualitative criteria rather than a quantitative basis for
evaluation.

AWS Al Practitioner References:

* Evaluating Al Models for Bias on AWS: AWS supports using benchmark datasets to assess model fairness and detect potential
bias efficiently.



H A #358

An Al practitioner is using a large language model (LLM) to create content for marketing campaigns. The generated content sounds
plausible and factual but is incorrect.

‘Which problem is the LLM having?

¢ A Data leakage
¢ B. Hallucination
¢ (. Underfitting
e D. Overfitting

IEf#: B

TR

In the context of Al, "hallucination” refers to the phenomenon where a model generates outputs that are plausible-sounding but are
not grounded in reality or the training data. This problemoften occurs with large language models (LLMs) when they create
information that sounds correct but is actually incorrect or fabricated.

Option B (Correct): "Hallucination™: This is the correct answer because the problem described involves generating content that
sounds factual but is incorrect, which is characteristic of hallucination in generative Al models.

Option A: "Data leakage" is incorrect as it involves the model accidentally learning from data it shouldn't have access to, which does
not match the problem of generating incorrect content.

Option C: "Overfitting" is incorrect because overfitting refers to a model that has learned the training data too well, ncluding noise,
and performs poorly on new data.

Option D: "Underfitting” is incorrect because underfitting occurs when a model is too simple to capture the underlying patterns in the
data, which is not the issue here.

AWS Al Practitioner Reference:

Large Language Models on AWS: AWS discusses the challenge of hallucination in large language models and emphasizes
techniques to mitigate it, such as using guardrails and fine-tuning,

B #359

A company is training a foundation model (FM). The company wants to increase the accuracy of the model up to a specific
acceptance level

Which solution will meet these requirements?

A. Decrease the epochs.

B. Decrease the batch size.

C. Increase the temperature parameter.
D. Increase the epochs.

EfE: D

fiR .-

Increasing the number of epochs during model training allows the model to learn from the data over more iterations, potentially
improving its accuracy up to a certain point. This is a common practice when attempting to reach a specific level of accuracy.

* Option B (Correct): "Increase the epochs™: This is the correct answer because increasing epochs allows the model to learn more
from the data, which can lead to higher accuracy.

* Option A: "Decrease the batch size" is incorrect as it mainly affects training speed and may lead to overfitting but does not directly
relate to achieving a specific accuracy level.

* Option C: "Decrease the epochs” is incorrect as it would reduce the training time, possibly preventing the model from reaching the
desired accuracy.

* Option D: "Increase the temperature parameter” is incorrect because temperature affects the randomness of predictions, not model
accuracy.

AWS Al Practitioner References:

* Model Training Best Practices on AWS: AWS suggests adjusting training parameters, like the number of epochs, to improve
model performance.

E R #360
A company wants to implement a generative Al assistant to provide consistent responses to various phrasings of user questions.
‘Which advantages can generative Al provide in this use case?



A. Hardware acceleration and GPU optimization
B. Adaptability and responsiveness

C. Deterministic outputs and fixed responses

D. Low latency and high throughput

IEf#: B

R -

The correct answer is B - Adaptability and responsiveness, which are core strengths of generative Al models such as the foundation
models available in Amazon Bedrock. According to AWS documentation, generative Al systems excel at understanding natural
language variations, meaning they can interpret different phrasings, synonyms, sentence structures, and conversational styles while still
generating contextually consistent answers. This capability comes from pretraining on diverse natural language corpora, allowing
models to generalize across multiple linguistic patterns. AWS highlights that generative Al models are designed to handle "flexible,
dynamic, and conversational inputs" and provide responses grounded in understanding user intent rather than matching exact
keywords. Options A and D describe infrastructure performance characteristics, not the reasoning ability required for this use case.
Option C (deterministic outputs) is incorrect because LLMs are inherently probabilistic and not fixed unless using advanced
constraints.

Therefore, generative Al's adaptability to varied user phrasing makes it ideal for assistants requiring consistent, intent-based
responses.

Referenced AWS Documentation:

* Amazon Bedrock Developer Guide - Foundation Model Capabilities

* AWS Generative Al Best Practices - Natural Language Understanding

R #361

A company wants to fine-tune an ML model that is hosted on Amazon Bedrock. The company wants to use its own sensitive data
that is stored in private databases in a VPC. The data needs to stay within the company's private network.

‘Which solution will meet these requirements?

e A Use AWS Key Management Service (AWS KMS) keys to encrypt the data.

e B. Restrict access to Amazon Bedrock by using an AWS Identity and Access Management (IAM) resource policy.
e C. Restrict access to Amazon Bedrock by using an AWS Identity and Access Management (IAM) service role.

e D. Use AWS PrivateLink to connect the VPC and Amazon Bedrock.

IEf#: D

it A

The company wants to fine-tune an ML model on Amazon Bedrock using sensitive data stored in private databases withina VPC,
ensuring the data remains within its private network. AWS PrivateLink provides a secure, private connection between a VPC and
AWS services like Amazon Bedrock, allowing data to stay within the company's network without traversing the public internet. This
meets the requirement for maintaining data privacy during fine-tuning,

Exact Extract fom AWS Al Documents:

Fromthe AWS Bedrock User Guide:

"AWS PrivateLink enables you to securely connect your VPC to Amazon Bedrock without exposing data to the public internet. This
is particularly useful for fine-tuning models with sensitive data, as it ensures that data remains within your private network." (Source:
AWS Bedrock User Guide, Security and Networking) Detailed Explanation:

* Option A: Restrict access to Amazon Bedrock by using an AWS Identity and Access Management (IAM) service role. While
1AM service roles control access to Amazon Bedrock, they do not address the requirement of keeping data within the private
network during data transfer. This option is insufficient.

* Option B: Restrict access to Amazon Bedrock by using an AWS Identity and Access Management (IAM) resource policy.IAM
resource policies define permissions for Bedrock resources but do not ensure that data stays within the private network. This option
is incorrect.

* Option C: Use AWS PrivateLink to connect the VPC and Amazon Bedrock. This is the correct answer. AWS PrivateLink creates
a secure, private connection between the VPC and Amazon Bedrock, ensuring that sensitive data does not leave the private
network during fine-tuning, as required.

* Option D: Use AWS Key Management Service (AWS KMS) keys to encrypt the data. While AWS KMS can encrypt data,
encryption alone does not guarantee that data remains within the private network during transfer. This option does not fully meet the
requirernent.

References:

AWS Bedrock User Guide: Security and Networking (httpsz/docs.aws.amazon.com/bedrock/latest/userguide

/security.html)



AWS Documentation: AWS PrivateLink (httpsz//aws.amazon.com/privatelink/) AWS Al Practitioner Learning Path: Module on
Security and Networking for AI/ML Services
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