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B #237
Refer to the exhibit.

Which packet contains a file that is extractable within Wireshark?

A0
B. 1
C.2
D.3

EfE: C

M #238

A security analyst notices a sudden surge of incoming traffic and detects unknown packets from unknown senders After further
mvestigation, the analyst learns that customers claim that they cannot access company servers According to NIST SP800-61, in
which phase of the incident response process is the analyst?

A. containment, eradication, and recovery
B. post-incident activity

C. preparation

D. detection and analysis

IEf#: D

B #239
Refer to the exhibit.

Which technology produced the log?

A. proxy
B. firewall
C. IPS/IDS
D. antivirus

EfE: C

AR

The log in the exhibit is generated by an Intrusion Prevention System (IPS) or Intrusion Detection System (IDS). It contains
mformation about a TCP connection attempt, mcluding the source IP address, destination IP address, and other details related to the
connection. The presence of "TCP MISS" indicates that the system detected an anomaly or potential threat during the connection
attempt. References = Cisco Cybersecurity Operations Fundamentals

B R #240
Refer to the exhibit.

What is the expected result when the "Allow subdissector to reassemble TCP streans" feature is enabled?

e A unfragment TCP
e B. insert TCP subdissectors
e (. disable TCP streans



e D. extract a file froma packet capture
EM#: D

R -

Enabling the "Allow subdissector to reassemble TCP streams" feature in Wireshark allows the tool to reassemble TCP segments into
a contiguous sequence, which can be used by higher-level protocols to reconstruct a full message, such as an HTTP request or
response. This is particularly useful for extracting files or data transmitted over TCP that are spread across multiple packets].
References = The explanation is based on the Wireshark documentation, which details how the reassembly feature works and its
use in analyzing TCP streams

B #241
What is personally identifiable information that must be safeguarded from unauthorized access?

A. date of birth

B. zip code

C. driver's license number
D. gender

EfE: C

A -
Section: Security Policies and Procedures

B #242
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