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HE #57
What is a recommended practice for configuring enforcement boundary devices in an ICS control network?

e A Create one rule for each authorized conversation in a stateless access control list

¢ B. Enable full packet collection for all allowed and denied traffic rules on next-generation firewalls

¢ C. Create a rule which drops inbound packets containing a source address from within the protected network
e D. Use an egress policy that allows everything out except for that which is explicitly denied

e B
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Enforcement boundary devices like firewalls play a critical role in ICS network security. A best practice is to:

Enable full packet collection for all allowed and denied traffic (B) on next-generation firewalls. This facilitates deep inspection,
detailed logging, and auditing, which are vital for detecting anomalous or malicious activity.

Other options are less effective or counterproductive:

(A) Dropping inbound packets with source addresses from the protected network is generally illogical and may disrupt normal
traffic.

(C) Stateless access control is less secure and less manageable than stateful inspection.

(D) Default allow egress policies increase risk by permitting unnecessary outbound traffic.

GICSP stresses detailed logging and stateful inspection as core security controls for enforcement points.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-82 Rev 2, Section 5.5
(Network Security and Firewalls) GICSP Training on Network Boundary Protection

EHE #58
Which of the following types of network devices sends traffic only to the intended recipient node?

A. Ethernet hub

B. Ethernet switch

C. Wireless bridge

D. Wireless access point

He: B

MY

An Ethernet switch (C) is a network device that learns the MAC addresses of connected devices and forwards packets only to the
port associated with the destination node, reducing unnecessary traffic and improving security and efficiency.

An Ethernet hub (A) broadcasts incoming packets to all ports, not selectively.

A wireless access point (B) broadcasts signals to multiple wireless clients within range.

A wireless bridge (D) connects two network segments wirelessly but forwards traffic according to device types, not necessarily
selectively to single nodes.

GICSP's ICS network segmentation and architecture domain underline the use of switches to limit broadcast traffic and reduce
attack surfaces.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Architecture)

GICSP Training on Network Devices and Traffic Management

HE#59
An engineer has analyzed a subsystem of a power plant and identified physical and logical inputs that could expose the subsystem to
unauthorized access. What has the engineer defined?

A. A risk analysis

B. A threat model

C. A vulnerability scan
D. An attack surface

He:. D

=R

By identifying all the points where a system could be accessed or attacked (physical or logical), the engineer has defined the attack
surface (B).

A wulnerability scan (A) is an automated tool-based assessment.

A risk analysis (C) evaluates the likelihood and impact of threats.

A threat model (D) outlines potential threat actors and attack paths but not specifically all nput points.

Understanding the attack surface is critical to designing effective ICS security controls, as emphasized in GICSP.

Reference:

GICSP Official Study Guide, Domain: ICS Risk Management

GICSP Training on Threat Modeling and Vulnerability Assessment



NIST SP 800-30 (Risk Assessment Guide)

EE #60
Observe the network diagram. Which of the following hosts is intended to keep ICS process data in a database?
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M.

The host with IP 10.10.4.11 in the network diagram is labeled as the Historian Server. ICS historians are specialized databases
designed to collect and store process data from control systers over time for analysis, reporting, and feedback to control processes.
10.10.31.217 is a Microsoft Access Workstation (not a database server).

10.10.4.123 represents NTP servers (time servers), not data storage.

10.10.4.239 is an Engineering Workstation.

10.103.17 is an SQL Server, but per the diagram t is outside the ICS network in a different subnet related to public or enterprise
Servers.

Thus, 10.10.4.11 (A) is the host intended to store ICS process data.

Reference:

GICSP Official Study Guide, Domain: ICS Data Management & Historian Security NIST SP 800-82 Rev 2, Section 6.3 (Historian
Functionality) GICSP Training on ICS Network Architecture

EE #ol
Implementation of LDAP to manage and control access to your systens is an outcome of which NIST CSF core function?

A. Detect
B. Identify
C. Protect
D. Respond

He: C

Y.

Comprehensive and Detailed Explanation From Exact Extract:

LDAP (Lightweight Directory Access Protocol) is used to manage authentication and authorization services, controlling user access
to systerrs and resources.

This function aligns with the Protect function (A) of the NIST Cybersecurity Framework (CSF), which focuses on access control,



identity management, and protective technology to safeguard systems.

Identify (B) relates to asset management and risk assessment.

Respond (C) deals with incident response.

Detect (D) relates to discovering cybersecurity events.

GICSP maps LDAP implementation as a key protective control to ensure authorized access in ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST CSF Framework (Protect Function) GICSP
Training on Identity and Access Management
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