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H A #455
Simple Network Management Protocol v2 (SNMP v2) is used frequently to monitor networks. Which of the following vulnerabilities
does it always introduce?

A. Man-in-the-middle attack
B. Clear text authentication
C. Renote buffer overflow
D. Cross site scripting

IEf#: B

TR

Explanation

One of the main problems with using SNMP vl and v2 is the clear text "community string that it uses to authenticate. It is easy to
sniff and reuse. Most times, the SNMP community string is shared throughout the organization's servers and routers, making this
authentication problem a serious threat to security. There have been some isolated cases of remote buffer overflows against SNMP
daemons, but generally that is not a problem. Cross site scripting is a web application vulnerability that is not related to SNMP. A
man-in-the-middle attack against a user datagram protocol (UDP) makes no sense since there is no active session; every request has
the community string and is answered independently.

H A #456
Which of the following is generally considered a findamental component of an information security program?

A. Role-based access control systens
B. Automated access provisioning

C. Security awareness training

D. Intrusion prevention systems (IPSs)

Ef#: C

BRI :

Section: INFORMATION SECURITY PROGRAM MANAGEMENT

Explanation:

Without security awareness training, many components of the security program may not be effectively implemented. The other
options may or may not be necessary, but are discretionary.

H #457
Which of'the following is necessary to ensure consistent protection for an organization's information assets?

A. Classification mode

B. Control assessment

C. Data ownership

D. Regulatory requirements

IEf#: B

E R #458
Which of the following would be an information security manager's BEST course of action upon learning a third-party cloud provider

is not meeting information security with regard to data encryption?

A. Provide a date of remediation to the cloud provider.

B. Report the risk to relevant stakeholders.

C. Discontinue engagement with the cloud provider.

D. Recommend compensating controls to mitigate the risk.

IEf#: B



R #459
During a post-incident review, the sequence and correlation of actions must be analyzed PRIMARILY based on:

Ef#:

A. documents created during the incident.
B. logs from systens involved.

C. a consolidated event timeline

D. interviews with personnel.
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