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GIAC Security Operations Manager Sample Questions (Q57-Q62):
NEW QUESTION # 57 
An effective incident response plan should:
(Choose two)
Response:

A. Only include roles for IT and security personnel, excluding other departments
B. Be so detailed that it cannot be adapted to specific incidents
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C. Be tested and updated regularly based on lessons learned and evolving threats
D. Clearly outline procedures for documentation and evidence preservation

Answer: C,D

NEW QUESTION # 58 
What role does the preparation phase play in the overall SOC operations?
Response:

A. It ensures SOC operations are only reactive, not proactive
B. It mandates external intervention for all incident responses
C. It integrates incident response within broader SOC monitoring and analysis activities
D. It isolates incident response from the rest of SOC operations

Answer: C

NEW QUESTION # 59 
Which metric is essential for measuring the effectiveness of SOC''s incident response capabilities?
Response:

A. The number of coffee cups consumed by the team
B. The total annual budget of the SOC
C. The number of staff parties held annually
D. Mean Time to Detect (MTTD) incidents

Answer: D

NEW QUESTION # 60 
Effective incident response execution requires:
(Select all that apply)
Response:

A. Clear communication channels among all team members
B. A rigid plan that is never updated
C. Documentation of each action taken for later review
D. Regularly updated and tested response plans

Answer: A,C,D

NEW QUESTION # 61 
Effective alert creation should:
(Select all that apply)
Response:

A. Be configurable and adaptable over time
B. Utilize contextual information to enhance alert relevancy
C. Generate a high volume of alerts to increase the chances of detecting incidents
D. Incorporate thresholds to prevent alert fatigue

Answer: A,B,D

NEW QUESTION # 62
......
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