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fEY 2 HE

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting commumication issues.

FeEY 71

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

ey 72 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.
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¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
bEY 73 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systemns.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
NEy 2 4 FortiAnalyzer systers. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.
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R #39
What are two benefits of using fabric connectors? (Choose two.)

A. They allow FortiAnalyzer to send logs in real-time to public cloud accounts.

B. You do not need an additional license to send logs to the cloud platform

C. Fabric connectors allow you to improve redundancy.

D. Using fabric connectors is more efficient than using third-party polling with APL

EME: AL C

ER #40
Which two statements are true regarding log fetching on FortiAnalyzer? (Choose two.)

¢ A Log fetching can be done only on two FortiAnalyzer devices that are running the same firmware version.

¢ B. Log fetching allows the administrator to run queries and reports against historical data by retrieving archived logs from one
FortiAnalyzer device and sending them to another FortiAnalyzer device.

e (. A FortiAnalyzer device can perform either the fetch server or client role, and it can perform two roles at the same time
with the same FortiAnalyzer devices at the other end.

¢ D. Log fetching allows the admmistrator to fetch analytics logs from another FortiAnalyzer for redundancy.

Eﬁ: A\ B

A -

Reference: https://docs. fortinet.com/document/fortianalyzer/7.0. 1/administration- guide/65 1442 /fetcher- management Using
FortiAnalyzer, you can enable log fetching, This allows FortiAnalyzer to fetch the archived logs of specified devices from another
FortiAnalyzer, which you can then run queries or reports on for forensic analysis.

The FortiAnalyzer device that fetches logs operates as the fetch client, and the other FortiAnalyzer device that sends logs operates
as the fetch server. Log fetching can happen only between two FortiAnalyzer devices, and both of them must be running the same
firmware version. A FortiAnalyzer device can perform either the fetch server or client role, and it can perform two roles at the same
time with different FortiAnalyzer devices at the other end.
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HE#41
How does FortiAnalyzer retrieve specific log data from the database?

A. SQL EXTRACT statement
B. SQL FROM statement

C. SQL GET statement

D. SQL SELECT statement

Ef#: B

A -
https:/fortinetweb.s3.amazonaws.convdocs. fortinet.com/v2/attachiments/13 7bb60e-137- 1 1 e8-8524-8bc 1258b856/fortianalyzer-



fortigate-sql-technote-40-mr2.pdf

HE #42
What statements are true regarding disk log quota? (Choose two)

A. The FortiAnalyzer can overwrite the oldest logs or stop logging once the disk log quota is met.

B. The FortiAnalyzer automatically sets the disk log quota based on the device.

C. The FortiAnalyzer disk log quota is configurable, but has a mnimum o 100mb a maximum based on the reserved system
space.

D. The FortiAnalyzer stops logging once the disk log quota is met.

.EE%: A\ C

H #43

You finished registering a FortiGate device. After traffic starts to flow through FortiGate, you notice that only some of the logs
expected are being received on FortiAnalyzer.

What could be the reason for the logs not arriving on FortiAnalyzer?

e A This FortiGate is part of an HA cluster but it is the secondary device.
¢ B. This FortiGate model is not fully supported.

e C. FortiGate was added to the wrong ADOM type.

¢ D. FortiGate does not have logging configured correctly.

Ef#: D

fEEL:

This issue can occur if FortiGate is not properly configured to send logs to FortiAnalyzer, such as incorrect logging settings or filters
being applied that prevent certain logs from being sent. It's important to verify that logging is enabled on FortiGate and that the
correct log settings (such as log severity or log type) are configured for transmission to FortiAnalyzer.
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