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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q240-Q245):

NEW QUESTION # 240
Which software blade does NOT accompany the Threat Prevention policy?

A. Application Control and URL Filtering
B. Threat Emulation

C. Anti-virus

D. IPS

Answer: A

NEW QUESTION # 241
In which formats can Threat Emulation forensics reports be viewed in?

A. PDF, HTML, and XML
B. PDF and HTML

C. TXT, XML and CSV
D. PDF and TXT

Answer: A

Explanation:

Explanation

The formats in which Threat Emulation forensics reports can be viewed in are PDF, HTML, and XML. Threat Emulation is a feature
that detects and prevents zero-day attacks by emulating files in a sandbox environment and analyzing their behavior. Threat
Emulation generates forensics reports that provide detailed information about the emulated files, such as verdict, severity, activity
summary, screenshots, network activity, registry activity, file activity, and process activity. These reports can be viewed in PDF,
HTML, or XML formats from SmartConsole or SmartView.

NEW QUESTION # 242
When users connect to the Mobile Access portal they are unable to open File Shares.
Which log file would you want to examine?

A. fw.elg

B. httpd.elg
C. vpnd.elg
D. cvpnd.elg

Answer: D

Explanation:

Explanation

When users connect to the Mobile Access portal they are unable to open File Shares.

The log file that you would want to examine is cvpnd.elg. This log file contains information about the Mobile Access VPN daemon,
which handles the connections from the Mobile Access portal to the internal resources, such as File Shares, Web Applications, etc.
The log file is located in the directory $FWDIR/log/ on the Security Gateway. You can use the command fw log -f cvpnd.elg to view
the log file in real time.

References: R81 Mobile Access Administration Guide, page 255.

NEW QUESTION # 243
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Panela is Cyber Security Engineer working for Global Instance Firm with large scale deployment of Check Point Enterprise
Appliances using GAIA/R81.20. Company's Developer Team is having random access issue to newly deployed Application Server
in DMZ's Application Server Farm Tier and blames DMZ Security Gateway as root cause. The ticket has been created and issue is
at Pamela's desk for an investigation. Pamela decides to use Check Point's Packet Analyzer Tool-fw monitor to iron out the issue
during approved Maintenance window.

What do you recommend as the best suggestion for Pamela to make sure she successfully captures entire traffic in context of
Firewall and problematic traffic?

¢ A Pamela should check SecureXL status on DMZ Security Gateway and if it's turned OFF. She should turn ON Secure XL
before using fw monitor to avoid misleading traffic captures.

¢ B. Pamela should use tcpdump over fiw monitor tool as tcpdump works at OS-level and captures entire traffic.

e (. Panela should check SecureXL status on DMZ Security gateway and if it's turned ON. She should turn OFF SecureXL
before using fw monitor to avoid misleading traffic captures.

e D. Panela should use snoop over fw monitor tool as snoop works at NIC driver level and captures entire traffic.

Answer: C

Explanation:

The best suggestion for Pamela to make sure she successfully captures entire traffic in context of Firewall and problematic traffic is:
Pamela should check SecureXL status on DMZ Security gateway and if it's turned ON.

She should turn OFF SecureXL before using fw monitor to avoid misleading traffic captures. SecureXL is a technology that
accelerates network traffic processing by offloading intensive operations from the Firewall kernel to a dedicated SecureXL device.
However, this also means that some traffic might not be seen by fiw monitor, which is a tool that captures packets at different
mspection points in the Firewall kernel. Therefore, to ensure that fw monitor captures all traffic, Secure XL should be turned OFF
before using fw monitor. The other suggestions are either incorrect or less effective in capturing traffic.

NEW QUESTION # 244
What are possible Automatic Reactions in SmartEvent?

A. Mail. SNMP Trap, Block Source. Block Event Activity, External Script
B. Web Mail, Forward to SandBlast Appliance, SNMP Trap, External Script
C. Web Malil. Block Destination, SNMP Trap. SmartTask

D. Web Mail, Block Service. SNMP Trap. SmartTask, Geo Protection

Answer: A

Explanation:

The possible Automatic Reactions in SmartEvent are Mail, SNMP Trap, Block Source, Block Event Activity, and External Script].
Automatic Reactions are actions that SmartEvent can perform automatically when a specific event occurs2. They can help you
respond quickly and efficiently to security incidents and threats2. The Automatic Reactions arel:

Mail: This reaction sends an email notification to a specified recipient with the details of the event. You can customize the subject and
the body of the email, and use variables to include relevant information.

SNMP Trap: This reaction sends an SNMP trap to a specified SNMP server with the details of the event. You can customize the
OID and the community string of the trap, and use variables to include relevant information.

Block Source: This reaction blocks the source IP address of the event from accessing your network for a specified duration. You
can choose to block the source on all gateways or on specific gateways. You can also choose to block the source on a specific port
or service.

Block Event Activity: This reaction blocks the specific activity that triggered the event from occurring again for a specified duration.
You can choose to block the activity on all gateways or on specific gateways. You can also choose to block the activity on a
specific port or service.

External Script: This reaction runs an external script on a specified server with the details of the event as arguments. You can use any
script that can be executed by the operating system of the server, such as bash, perl, python, etc. You can use variables to include
relevant information in the script arguments.

NEW QUESTION # 245
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