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HMA #68

Jordan, a network administrator in an organization, was instructed to identify network-related issues and improve network
performance. While troubleshooting the network, he received a message indicating that the datagram could not be forwarded owing
to the unavailability of IP- related services (such as FTP or web services) on the target host, which of the following network issues
did Jordan find in this scenario?

e A Unreachable networks
¢ B. Tine exceeded message
¢ C. Destination unreachable message
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¢ D. Network cable is unplugged
EfE: C
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Destination unreachable message is the network issue that Jordan found in this scenario.

Destination unreachable message is a type of [CMP message that indicates that the datagram could not be forwarded owing to the
unavailability of TP-related services (such as FTP or web services) on the target host. Destination unreachable message can be
caused by various reasons, such as incorrect routing, firewall blocking, or host configuration problemns.

HM #69

GlobalTech, a multinational corporation with over 10.000employees, has seen a surge in mobile device usage among its workforce.
The IT department Is tasked with deploying a robust mobile security management solution that caters not only to the security of data
but also provides flexibility in device choices and keeps administrative overhead low. Which of the following would be the best
solution for GlobalTech?

A. Containerization Solutions

B. Unified Endpoint Management (UEM)

C. Mobile Device Management (MDM)

D. Mobile Application Management (MAM)
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Johnson, an attacker, performed online research for the contact details of reputed cybersecurity firms. He found the contact number
of sibertech.org and dialed the number, claiming hinself to represent a technical support team froma vendor. He warned that a
specific server is about to be compromised and requested sibertech.org to follow the provided mstructions. Consequently, he
prompted the victimto execute unusual commands and install malicious files, which were then used to collect and pass critical
Information to Johnson's machine. What is the social engineering technique Steve employed in the above scenario?

e A. Phishing

¢ B. Elicitation

e C. Quid pro quo
e D. Diversion theft

EfE: C
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Quid pro quo is the social engineering technique that Johnson employed in the above scenario. Quid pro quo is a social engineering
method that mvolves offering a service or a benefit in exchange for information or access. Quid pro quo can be used to trick victims
nto believing that they are receiving help or assistance from a legitimate source, while in fact they are compromising their security or
privacy. In the scenario, Johnson performed quid pro quo by claiming hinself'to represent a technical support team from a vendor
and offering to help sibertech.org with a server issue, while in fact he prompted the victim to execute unusual commands and install
malicious files, which were then used to collect and pass critical information to Johnson's machine. If you want to learn more about
social engineering techniques, you can check out these resources:

[1] A guide to different types of social engineering attacks and how to prevent them:
[httpss//www.csoonline.convarticle/2124681/what-is-social-engineering, html]

[2] A video that explains how quid pro quo works and how to avoid falling for it: [https://www.youtube.com/watch?
v=3Yy0gZ9xw8g]

[3] A quiz that tests your knowledge of social engineering techniques and scenarios: [https://www.proprofS.convquiz-
school/story.php?title=social-engineering-quiz]

R #71

At CyberGuard Corp, an industry-leading cybersecurity consulting firm, you are the Principal Incident Responder known for your
expertise in dealing with high-profile cyber breaches. Your team primarily serves global corporations, diplomatic entities, and
agencies with sensitive national importance. One day. you receive an encrypted, anonymous email Indicating a potential breach at
WorldBank Inc., a renowned international banking consortium, and one of your prime clients. The email contains hashed files,



vaguely hinting at financial transactions of high-net-worth individuals. Initial assessments indicate this might be an advanced persistent
threat (APT),likely a state-sponsored actor, given the nature and precision of the data extracted. While preliminary indications point
towards a potential zero-day exploit, your team must dive deep into forensics to ascertain the breach's origin, assess the magnitude,
and promptly respond. Given the highly sophisticated nature of this attack and potential geopolitical ramifications, what advanced
methodology should you prioritize to dissect this cyber intrusion meticulously?

¢ A Utilize advanced sandboxing techniques to safely examine the behavior of potential zero-day exploits in the hashed files,
gauging any unusual system interactions and network communications.

¢ B. Consult with global cybersecurity alliances and partnerships to gather intelligence on similar attack patterns and potentially
attribute the breach to known APT groups.

¢ C. Performdeep dive log analysis from critical servers and network devices, focusing on a timeline based approach to
reconstruct the events leading to the breach.

¢ D. Apply heuristics-based analysis coupled with threat-hunting tools to trace anomalous patterns, behaviors, and
inconsistencies across WorldBank's vast digital infrastructure.
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A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the
organization. As a safety measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is
retained for examming the integrity. A file named "Sensitiveinfo.txt" along with OrignalFileHash. txt has been stored in a folder named
Hash in Documents of Attacker Machine- 1. Compare the hash value of the original file with the leaked file and state whether the file
has been modified or not by selecting yes or no.

o A Yes
e B.No

Ef: A
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