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46. Frage
When TKIP is selected as the pairwise cipher suite, what frame types may be protected with data confidentiality? (Choose 2)

A. Data

B. QoS Data

C. Control

D. Robust broadcast management
E. Robust unicast management

F. ACK

Antwort: A.B

Begriindung;

TKIP (Temporal Key Integrity Protocol) is a pairwise encryption method introduced with WPA to enhance WEP security. TKIP
can protect:

D). Data frames: These are the core unicast data transmissions between clients and access points.

F). QoS Data frames: These are a subtype of data frames supporting 802.11e/WMM enhancements and are also protected under
TKIP.

Incorrect:

A & B. TKIP does not support robust management frame protection. Management frame protection is handled by 802.11w with
AES-CCMP and BIP.

C & E. Control frames and ACKSs are never encrypted, as they need to be read by all stations regardless of encryption status.
References:

CWSP-208 Study Guide, Chapter 3 (Frame Types and Encryption)

[EEE 802.11i Standard

47. Frage

Given: Mary has just finished troubleshooting an 802.11g network performance problem using a laptop-based WLAN protocol
analyzer. The wireless network implements 802.1X/PEAP and the client devices are authenticating properly. When Mary disables
the WLAN protocol analyzer, configures her laptop for PEAP authentication, and then tries to connect to the wireless network, she
is unsuccessful. Before using the WLAN protocol analyzer, Mary's laptop connected to the network without any problems.

What statement indicates why Mary cannot access the network from her laptop computer?

¢ A The protocol analyzer's network interface card (NIC) drivers are still loaded and do not support the version of PEAP
being used.

¢ B. The PEAP client's certificate was voided when the protocol analysis software assumed control of the wireless adapter.

e C. Mary's supplicant software is using PEAPVO/EAP-MSCHAPV2, and the access point is using PEAPv1
/EAP-GTC.

e D. The nearby WIPS sensor categorized Mary's protocol analyzer adapter as a threat and is performing a deauthentication
flood against her computer.

Antwort: A

Begriindung;

Many protocol analyzers require special drivers or place the NIC into monitor/promiscuous mode. When used this way, the original
driver stack may be altered or replaced. Afterward, if not correctly reloaded, the adapter may lack full 802.1X support or required
encryption features. This is likely the case here - Mary's WLAN adapter is still under the control of or affected by the analyzer's
NIC driver, which doesn't support PEAP properly.

References:

CWSP-208 Study Guide, Chapter 6 - Protocol Analysis Limitations and NIC Driver Issues CWNP CWSP-208 Objectives:
"Troubleshooting WLAN Authentication and Driver Conflicts"

48. Frage

Given: The ABC Corporation currently utilizes an enterprise Public Key Infrastructure (PKI) to allow employees to securely access
network resources with smart cards. The new wireless network will use WPA2- Enterprise as its primary authentication solution.
You have been asked to recommend a Wi-Fi Alliance-tested EAP method.

‘What solutions will require the least change in how users are currently authenticated and still integrate with their existing PKI1?

e A. PEAPW/EAP-MSCHAPv2



B. EAP-FAST

C. PEAPVO/EAP-TLS

D. LEAP

E. EAP-TLS

F. EAP-TTLS/MSCHAPv2

Antwort: E

Begrindung;

ABC Corporation already uses PKI and smart cards. EAP-TLS:

Is a certificate-based authentication protocol.

Integrates seamlessly with PKI infrastructure.

Is supported and certified by the Wi-Fi Alliance.

Incorrect:

A). EAP-FAST uses PACs, not certificates.

C). PEAPVW/EAP-MSCHAPY2 does not use certificates on the client side and is less secure.
D). LEAP is deprecated and insecure.

E). PEAPVO/EAP-TLS is not a standardized combination.

F). EAP-TTLS/MSCHAPV2 requires password-based authentication inside a tunnel, not certificate-based authentication.
References:

CWSP-208 Study Guide, Chapter 4 (EAP-TLS and PKI)

CWNP WPA2-Enterprise Integration Guidelines

49. Frage
Given: WLAN protocol analyzers can read and record many wireless frame parameters.
What parameter is needed to physically locate rogue APs with a protocol analyzer?

A.RSNIE

B. Noise floor
C.SSID

D. Signal strength
E. IP Address

F. BSSID

Antwort: D

Begrindung;

While BSSID and SSID help identify and classify rogue APs, physically locating them requires using signal strength (often displayed
as RSSI or dBm). By measuring signal strength from different locations, administrators can use a method called "triangulation" or
"directional analysis" to approximate the physical location of the rogue device.

References:

CWSP-208 Study Guide, Chapter 6 - WLAN Protocol Analysis and Troubleshooting CWNP CWSP-208 Objectives: "Rogue
Device Location and Tracking"

50. Frage

Given: ABC Company is an Internet Service Provider with thousands of customers. ABC's customers are given login credentials for
network access when they become a customer. ABC uses an LDAP server as the central user credential database. ABC is
extending their service to existing customers in some public access areas and would like to use their existing database for
authentication.

How can ABC Company use their existing user database for wireless user authentication as they implement a large-scale WPA2-
Enterprise WLAN security solution?

e A. Mirror the LDAP server to a RADIUS database withina WLAN controller and perform daily backups to synchronize the
user databases.

e B. Implement a RADIUS server and query user authentication requests through the LDAP server.

e C. Import all users from the LDAP server into a RADIUS server with an LDAP-to-RADIUS conversion tool.

e D. Implement an X.509 compliant Certificate Authority and enable SSL queries on the LDAP server.

Antwort: B



Begrindung;

To leverage an existing LDAP user database (like Microsoft Active Directory or OpenLDAP) for WPA2- Enterprise:
Deploy a RADIUS server (e.g., FreeRADIUS or Microsoft NPS).

Configure the RADIUS server to query the LDAP directory for credential validation.

This maintains centralized authentication without the need for data duplication.

Incorrect:

A). Importing LDAP entries into RADIUS introduces sync and security issues.

B). SSL on LDAP is good practice, but it doesn't directly handle WP A2-Enterprise authentication.
C). Mirroring LDAP into the controller is not scalable or supported.

References:

CWSP-208 Study Guide, Chapter 4 (LDAP Integration with RADIUS)

CWNP RADIUS Authentication Architecture
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