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Topic Details

¢ Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 1 are detected or imminent, potentially compromising data or system integrity.

¢ Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

Topic 2
mtegrity.

¢ Self Confidence: Self-confidence is the beliefin one’s abilities, competence, and value, reflecting a sense of|
Topic 3 assurance and inner strength.

¢ Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

Topic 4
ol higher efficiency and effectiveness over time.
e Framework Design: Framework design is the process of developing a reusable structural foundation that
Topic 5 supports and guides the creation and organization of software systemns.
¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
Topic 6 nformation within an organization—from its collection and storage to its distribution, use, and eventual

archiving or disposal.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q36-Q41):

NEW QUESTION # 36
Which item is required to be included in an information security policy?

A. A plan for the continual improvement of the information security management system
B. A framework enabling concerns with the information security policy to be addressed
C. A Statement of Applicability which defines the necessary controls to be implemented
D. A commitment to satisfy applicable requirements related to mformation security

Answer: D

Explanation:

Clause 5.2 (Information security policy) requires that the policy:

* "includes information security objectives (or provides a framework for setting them)"

* "includes a commitment to satisfy applicable requirements related to information security”

* "includes a commitment to continual improvement of the ISMS."

Among the listed options, the exact mandatory requirement is"a commitment to satisfy applicable requirements related to information
security". Option B partially reflects Clause 5.2 (commitment to continual improvement), but the wording given in the standard
prioritizes the satisfaction of applicable requirements (e.g., legal, regulatory, contractual). Option C is not a policy requirement.
Option D (Statement of Applicability) is a separate mandatory document (Clause 6.1.3) and not part of the policy itself

Thus, the correct answer iSA.

NEW QUESTION # 37
To whom does the scope of the Terms and conditions of employment control apply?

A. All employees, contractors and third-party users
B. Contractors only

C. Enployees only
D. Personnel and the organization

Answer: A

Explanation:



Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.6.1 (Terms and conditions of employment) states:

"The contractual agreements with enployees and contractors shall state their and the organization's responsibilities for information
security." This means the control applies not just to employees, but also contractors and, where relevant, third-party users who are
subject to contractual obligations with the organization. The goal is to ensure thatall parties engaged in work under the organization's
control understand their security responsibilities before, during, and after employment or contract engagement.

Options A and B are too narrow, excluding key groups. Option C misrepresents the scope by implying a mutual responsibility but
not identifying the individuals covered. The explicit scope includesemployees, contractors, and third-party users.

Therefore, the correct answer isD.

NEW QUESTION # 38
‘Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Ensuring information security objectives are established

B. Communicating feedback from interested parties to the organization
C. Producing a risk assessment report

D. Implementing the actions from internal audits

Answer: A

Explanation:

Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:

* "ensuring the nformation security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"

* "ensuring the integration of the ISMS requirements into the organization's processes;"

* "ensuring that the resources needed for the ISMS are available;"

Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 39
Which item is required to be considered when defining the scope and boundaries of the information security management system?

A. The level of quality to which the ISMS must adhere

B. The lessons learned from the information security experiences of other organizations
C. The dependencies between activities performed by the organization

D. The regular activities necessary to maintain and improve the ISMS

Answer: C

Explanation:

Clause 4.3 (Determining the scope of the ISMS) requires consideration of

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

NEW QUESTION # 40
Identify the missing word(s) in the following sentence.
"Information security, cybersecurity and privacy protection - [ ? ]"is the title of ISO/IEC 27005.

e A Guidelines for information security management systens auditing
¢ B. Guidance on managing information security risks
e (. Information security controls



¢ D. Information security management systens - Requirements
Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27005 standards:

ISO/IEC 2700522022 is titled:

"Information security, cybersecurity and privacy protection - Guidance on managing information security risks." This standard
provides structured methodologies for identifying, analyzing, evaluating, and treating risks, in alignment with ISO/IEC 27001's risk
management requirements (Clause 6.1.2 and 6.1.3). It supports organizations in implementing the risk management process that
underpins an ISMS. Options A and B are titles of other ISO standards (ISO/IEC 27007 for auditing, ISO/IEC 27001 for
requirements). Option D refers to ISO/IEC 27002 (controls).

Thus, the correct answer isC: Guidance on managing information security risks.

NEW QUESTION # 41
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