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(Q88-Q93):

NEW QUESTION # 88
Which type of system is a user entity behavior analysis (UEBA) tool?

A. Active monitoring
B. Correlating

C. Archiving
D. sandboxing

Answer: A

Explanation:

A User Entity Behavior Analysis (UEBA) tool performs active monitoring by continuously analyzing the behavior of users and entities
to detect anomalies that may indicate insider threats, compromised accounts, or malicious activity. It uses machine learning and
analytics to identify unusual patterns in real time.

NEW QUESTION # 89
‘Which not-for-profit organization maintains the common vulnerability exposure catalog that is available through their public website?

A MITRE

B. Office of Cyber Security and Information Assurance
C. Cybersecurity Vulnerability Research Center

D. Department of Homeland Security

Answer: A

Explanation:

MITRE is a not-for-profit organization that operates research and development centers sponsored by the federal government.
MITRE maintains the Common Vulnerabilities and Exposures (CVE) catalog, which is a dictionary of common names for publicly
known cybersecurity vulnerabilities. CVE's common identifiers, called CVE Identifiers, make it easier to share data across separate
network security databases and tools, and provide a baseline for evaluating the coverage of an organization's security tools12.
References:

* Common Vulnerabilities and Exposures (CVE)

* CVE- CVE

NEW QUESTION # 90
What is the key to "taking down" a botnet?

A. install openvas software on endpoints

B. use LDAP as a directory service

C. block Docker engine software on endpoints
D. prevent bots from communicating with the C2

Answer: D

Explanation:

A botnet is a network of computers or devices that are infected by malware and controlled by a malicious actor, known as the
botmaster or bot-herder. The botmaster uses a command and control (C2) server or channel to send instructions to the bots and
receive information from them. The C2 communication is essential for the botmaster to maintain control over the botnet and use it for
various malicious purposes, such as launching distributed denial-of-service (DDoS) attacks, stealing data, sending spam, or mining
cryptocurrency. Therefore, the key to "taking down'" a botnet is to prevent the bots from commumicating with the C2 server or
channel. This can be done by disrupting, blocking, or hijacking the C2 commumication, which can render the botnet neffective,
unstable, or inaccessible. For example, security researchers or law enforcement agencies can use techniques such as sinkholing,
domain name system (DNS) poisoning, or domain seizure to redirect the bot traffic to a benign server or a dead end, cutting off the
connection between the bots and the botmaster. Alternatively, they can use techniques such as reverse engineering, decryption, or
impersonation to infiltrate the C2 server or channel and take over the botnet, either to disable it, monitor it, or use it for good
purposes. References:

* What is a Botnet? - Palo Alto Networks



* Botnet Detection and Prevention Techniques | A Quick Guide - XenonStack
* Botnet Mitigation: How to Prevent Botnet Attacks in 2024 - DataDome
* What is a Botnet? Definition and Prevention | Varonis

NEW QUESTION # 91
Which two statements are true about servers in a demilitarized zone (DMZ)? (Choose two.)

A. They are isolated fiom the internal network.

B. They can be accessed by traffic from the internet.

C. They are located in the internal network.

D. They can expose servers in the internal network to attacks.

Answer: A.B

Explanation:

A demillitarized zone (DMZ) is a portion of an enterprise network that sits behind a firewall but outside of or segmented from the
internal network 1. The DMZ typically hosts public services, such as web, mail, and domain servers, that can be accessed by traffic
from the internet1. However, the DMZ s isolated from the internal network by another firewall or security gateway, which prevents
unauthorized access to the private network2. Therefore, statements A and D are true about servers in a DMZ, while statements B
and C are false. References:

* What is a Demilitarized Zone (DMZ)? | F5

* Demilitarized Zones (DMZs) - Secure Network Architecture - CompTIA ...

NEW QUESTION # 92
Which two statements apply to SaaS financial botnets? (Choose two.)

A. They are sold as kits that allow attackers to license the code.
B. They are used by attackers to build their own botnets.

C. They are larger than spamming or DDoS botnets.

D. They are a defense against spam attacks.

Answer: A,B

Explanation:

SaaS financial botnets are often sold as kits, enabling attackers to license and reuse the malicious code easily.

These kits allow attackers to build and operate their own botnets, often targeting financial data or systerns.

Financial botnets are typically smaller but more targeted than spamming or DDoS botnets. Botnets are not a defense mechanism, but
rather a threat.
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