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42. Frage
Which operating system creates a swap file to temporarily store nformation from memory on the hard drive when needed?

A. Limux

B. Windows
C. Mac

D. Unix

Antwort: B

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

Windows uses a swap file (commonly calledpagefile.sys) to extend physical memory (RAM) by temporarily storing data from
memory to disk when RAM is insufficient. This allows the system to handle more data than the available RAM.

* Linux and Unix typically use dedicated swap partitions or swap files but refer to them differently and manage them in other ways.
* Mac OS X uses a paging file system but does not typically use a "swap file" in the Windows sense; it uses dynamic paging files
mnstead.

* The termmology "swap file" is most commonly associated with Windows.

Reference:Microsoft Windows forensics guidelines and NIST documentation describe the page file's role in virtual memory
management in Windows operating systens.

43. Frage

The human resources manager of a small accounting firm believes he may have been a victim of a phishing scam. The manager
clicked on a link in an email message that asked him to verify the logon credentials for the firm's online bank account.

Which digital evidence should a forensic investigator collect to investigate this incident?

A. Browser cache

B. Network traffic logs
C. System logs

D. Emnil headers

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

The browser cache stores recently accessed web pages, images, and cookies, which may include phishing site content and related
activity. Investigators analyzing phishing attacks collect browser cache data to reconstruct the victim's web activity and detect
malicious sites.

* Cached web pages help corroborate victim statements and establish timelines.

* Browser history and cache are volatile and must be preserved promptly.

Reference:According to NIST SP 800-101 and forensic guides, browser cache is critical in investigating phishing and web-based
attacks.

44. Frage
An organization has identified a system breach and has collected volatile data from the system
Which evidence type should be collected next?

A. Running processes

B. Temporary data

C. Network connections
D. File timestamps

Antwort: C
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Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

In incident response, after collecting volatile data (such as contents of RAM), the next priority is often to collect network-related
evidence such as active network connections. Network connections can reveal ongoing communications, attacker activity, command
and control channels, or data exfiltration paths.

* Running processes and temporary data are also volatile but typically collected simultaneously or immediately after volatile memory.
* File timestamps relate to non-volatile data and are collected later after volatile data acquisition to preserve evidence integrity.

* This sequence is supported by NIST SP 800-86 and SANS Incident Handler's Handbook which emphasize the volatility of
evidence and recommend capturing network state immediately after memory.

45. Frage

A company has identified that a hacker has modified files on one ofthe company's computers. The IT department has collected the
storage media from the hacked computer.

Which evidence should be obtained from the storage media to identify which files were modified?

A. Private IP addresses

B. File timestamps

C. Operating system version
D. Public IP addresses

Antwort: B

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

File timestamps, including creation time, last modified time, and last accessed time, are fundamental metadata attributes stored with
each file on a file system. When files are modified, these timestamps usually update, providing direct evidence about when changes
occurred. Examining file timestamps helps forensic investigators identify which files were altered and estimate the time of
unauthorized activity.

* TP addresses (private or public) are network-related evidence, not stored on the storage media's files directly.

* Operating system version is system information but does not help identify specific file modifications.

* Analysis of file timestamps is a standard forensic technique endorsed by NIST SP 800-86 (Guide to Integrating Forensic
Techniques into Incident Response) for determining file activity and changes on digital media.

46. Frage
‘Which method of copying digital evidence ensures proper evidence collection?

A. File-level copy

B. Cloud backup

C. Bit-level copy

D. Encrypted transfer

Antwort: C

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

A bit-level (bitstream) copy creates an exact sector-by-sector duplicate of the original media, capturing all files, deleted data, and
slack space. This method is essential to preserve the entirety of digital evidence without modification.

* Bit-level imaging maintains forensic soundness.

* It allows investigators to perform analysis without altering original data.

ReferenceNIST SP 800-86 and digital forensics best practices emphasize bit-level copying for evidence acquisition.
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