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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q21-Q26):

NEW QUESTION # 21
Which OCI Object Storage tier is suitable for storing the backup to minimize cost while meeting the requirements of immediate
accessibility and retention of 31 days?

A. Archive tier

B. Auto-Tiering tier

C. Infrequent Access tier
D. Standard tier

Answer: C

Explanation:

The Infrequent Access tier in OCI Object Storage is suitable for storing backups that need to be immediately accessible and
retained for a specific period, such as 31 days, while also mnimizing costs. This tier offers a balance between cost and accessibility,
charging lower storage costs compared to the Standard tier but still allowing quick access to the data.

Use Case: The Infrequent Access tier is designed for data that is not frequently accessed but must remain readily available when
needed, making it ideal for backup storage.

Reference:

Oracle Cloud Infrastructure Documentation: Object Storage Tiers

NEW QUESTION # 22
What are the two types of capture filters that can be created for network monitoring?

A. Flow log capture filters and VTAP capture filters
B. Flow control capture filters and traffic capture filters
C. Flow log capture filters and packet capture filters
D. VTAP capture filters and network capture filters

Answer: A

Explanation:

In Oracle Cloud Infrastructure (OCI), there are two primary types of capture filters used for network monitoring;

Flow Log Capture Filters: These filters are used to capture and log network flow information (e.g., source and destination IP
addresses, ports, protocols). Flow logs provide insights into the traffic patterns within your VCN.

VTAP Capture Filters: Virtual Test Access Point (VTAP) capture filters allow you to capture and inspect traffic from specific
network mterfaces or subnets without affecting the flow of traffic. This is particularly useful for deep packet inspection and
monitoring purposes.

Reference:

Oracle Cloud Infrastructure Documentation: Flow Logs

Oracle Cloud Infrastructure Documentation: VTAP

NEW QUESTION # 23
Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Commumication with file systens in a mount target is encrypted via HTTPS.

B. Customers can encrypt data in their file system using their own Vault encryption key.
C. Customrers can encrypt the communication to a mount target via export options.

D. File systens use Oracle-managed keys by default.

Answer: B,D

Explanation:
Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.
B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault



service. This gives customers control over their encryption keys and enhances data security.

D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the custorer.

Incorrect Statements:

A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.

C . Encryption of communication to a mount target is handled via network configurations, not through export options.

Reference:

Oracle Cloud Infrastructure Documentation: File Storage Encryption

NEW QUESTION # 24
How can an organization securely grant a third-party application access to specific OCI resources?

A. By implementing OAuth 2.0 with the application

B. By configuring the application to utilize Instance Principal

C. By creating an IAM policy granting full access to the tenancy
D. By sharing user credentials for an OCI administrator

Answer: B

Explanation:

To securely grant a third-party application access to specific Oracle Cloud Infrastructure (OCI) resources, the recommended
approach is to configure the application to use Instance Principal. This method allows the application to authenticate directly with
OCI services without needing to manage sensitive credentials like passwords or API keys.

Instance Principals: Enable compute instances to directly make API calls against OCI services, inheriting permissions through [AM
policies. This setup is more secure than sharing user credentials, as it avoids hardcoding credentials within the application and
leverages OCI's native security features.

Reference:

Oracle Cloud Infrastructure Documentation: Instance Principals

NEW QUESTION # 25
Why is the OCI Inter-Region Latency dashboard useful for optimizing data transfer and backup strategies?

A. 1t's designed for troubleshooting latency issues within your specific applications.
B. It focuses solely on latency within your own tenancy.

C. It provides real-time data specific to your tenancy's workloads.

D. It offers a current and historical view of latency snapshots.

Answer: D

Explanation:

The OCI Inter-Region Latency dashboard is useful for optimizing data transfer and backup strategies because it provides both
current and historical views of latency snapshots between OCI regions. This information helps you understand the network
performance between regions over time, allowing you to optimize the placement of resources and data transfer operations.
Optimization Use: By analyzing latency data, you can make informed decisions on where to store backups and how to efficiently
transfer data across regions, potentially reducing costs and improving performance.

Reference:

Oracle Cloud Infrastructure Documentation: Inter-Region Latency Dashboard

NEW QUESTION # 26
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