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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q563-Q568):
NEW QUESTION # 563 
Which of the following devices allows wireless communication devices to connect to a wireless network using
Wi-Fi, Bluetooth, or related standards?

A. Wireless repeater
B. Express card
C. WAP
D. WNIC
E. None

Answer: C

Explanation:
A wireless access point (WAP) is a device that allows wireless communication devices to connect to a wireless
network using Wi-Fi, Bluetooth, or related standards. The WAP usually connects to a wired network, and it can
transmit data between wireless devices and wired devices on the network. Each access point can serve
multiple users within a defined network area. As people move beyond the range of one access point, they are
automatically handed over to the next one. A small WLAN requires a single access point. The number of
access points in a network depends on the number of network users and the physical size of the network.
Answer option C is incorrect. A wireless network interface card (WNIC) is a network card that connects to a
radio-based computer network, unlike a regular network interface controller (NIC) that connects to a wire-
based network such as token ring or ethernet. A WNIC, just like a NIC, works on the Layer 1 and Layer 2 of the
OSI Model. A WNIC is an essential component for wireless desktop computer. This card uses an antenna to
communicate through microwaves. A WNIC in a desktop computer is usually connected using the PCI bus.
Answer option A is incorrect. ExpressCard, a new standard introduced by PCMCIA, is a thinner, faster, and
lighter modular expansion for desktops and laptops. Users can add memory, wired or wireless communication
cards, and security devices by inserting these modules into their computers. ExpressCard slots are designed to
accommodate modules that use either Universal Serial Bus (USB) 2.0 or the PCI Express standard.
ExpressCard modules are available in two sizes, i.e., 34 mm wide (ExpressCard/34) and 54 mm wide
(ExpressCard/54). Both modules are 75 mm long and 5 mm high. An ExpressCard/34 module can be inserted
in either a 54 mm slot or a 34 mm slot, but an ExpressCard/54 requires a Universal (54 mm) slot. However, an
extender can be used with ExpressCard/34 slot to connect the ExpressCard/54 module from outside of the
computer. Both the modules are identical in performance. They take full advantage of the features of the PCI
Express or USB 2.0 interfaces. The only difference between them is that the ExpressCard/54 form-factor, due
to its larger surface area, allows for greater thermal dissipation than does an ExpressCard/34. As the
performance does not vary with module size, module developers usually prefer to fit their applications into the
smaller ExpressCard/34 form factor. But some applications, such as SmartCard readers, and CompactFlash
readers, require the extra width of an ExpressCard/54 module.
Answer option D is incorrect. A wireless repeater is a networking device that works as a repeater between a
wireless router and computers. It is used to connect a client to the network when the client is out of the service
area of the access point. If the wireless repeater is configured properly, it extends the range of the wireless
LAN network.

NEW QUESTION # 564 
Michelle is a network security administrator working at a multinational company. She wants to provide secure access to corporate
data (documents, spreadsheets, email, schedules, presentations, and other enterprise data) on mobile devices across organizations
networks without being slowed down and also wants to enable easy and secure sharing of information between devices within an
enterprise. Based on the above-mentioned requirements, which among the following solution should Michelle implement?

A. MAM
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B. MEM
C. MCM
D. MDM

Answer: C

Explanation:
Incident management enables an organization to analyze, identify, and rectify hazards and prevent future recurrence in business
continuity management. It involves a systematic process that manages the lifecycle of all incidents. Incident management ensures that
normal service operation is restored as quickly as possible and the business impact is minimized. It is an integral part of an
organization's business continuity and disaster recovery plan, focusing on the immediate response to incidents, establishing protocols
for communication, and promoting swift recovery actions.

NEW QUESTION # 565 
Which of the following IEEE standards is an example of a DQDB access method?

A. 802.6
B. 802.5
C. 802.4
D. 802.3

Answer: A

NEW QUESTION # 566 
The IR team and the network administrator have successfully handled a malware incident on the network. The team is now preparing
countermeasure guideline to avoid a future occurrence of the malware incident.
Which of the following countermeasure(s) should be added to deal with future malware incidents?
(Select all that apply)

A. Install antivirus software
B. Complying with the company's security policies
C. Implementing a strong password policy
D. Implementing strong authentication schemes

Answer: A

NEW QUESTION # 567 
Which of the following systems monitors the operating system detecting inappropriate activity, writing to log files, and triggering
alarms?

A. Signature-Based ID system
B. Behavior-based ID system
C. Network-based ID system
D. Host-based ID system

Answer: D

NEW QUESTION # 568
......
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