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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q518-Q523):

NEW QUESTION # 518

An analyst receives an alert for suspicious IIS log activity and reviews the following entries:

2024-05-23

15:57:05 10.203.10.16 HEAT/ - 80 - 10.203.10.17 DirBuster- 1.0-RC1+(http://www.owasp.org/index.php
/CategoryOWASP DirBuster Project)

Which of'the following will the analyst infer from the logs?

A. An attacker is cloning the website.

B. An attacker is conducting reconnaissance of the website.
C. An attacker is performing network lateral movement.

D. An attacker is exfiltrating data from the network.

Answer: B

Explanation:

Comprehensive and Detailed Step-by-Step Explanation:The logs indicate that the OWASP DirBuster tool is being used. This tool is
designed for directory brute-forcing to find hidden files or directories on a web server, which aligns with reconnaissance activities.
The series of GET and HEAD requests further confirm directory and file enumeration attempts.

References:

* CompTIA CySA+ Study Guide (Chapter 4: Reconnaissance Techniques)

* CompTIA CySA+ Objectives (Domain 1.3 Tools and Techniques)

NEW QUESTION # 519
A threat hunter seeks to identify new persistence mechanisms installed in an organization's environment. In collecting scheduled tasks
from all enterprise workstations, the following host details are aggregated:

Which of the following actions should the hunter perform first based on the details above?

A. Acquire a copy of taskhw.exe from the impacted host

B. Performa public search for malware reports on taskhw.exe.

C. Change the account that runs the -caskhw. exe scheduled task

D. Scan the enterprise to identify other systerms with taskhw.exe present

Answer: B

Explanation:

The first step should be to performa public search for malware reports on taskhw.exe, as this file is suspicious for several reasons: it
is located in a non-standard path, it has a high CPU usage, it is signed by an unknown entity, and it is only present on one host. A
public search can help to determine if this file is a known malware or a legtimate program. If it is malware, the hunter can then take
appropriate actions to remove it and prevent further damage. The other options are either premature or ineffective, as they do not
provide enough information to assess the threat level of taskhw.exe. References: Cybersecurity Analyst+ - CompTIA, taskhw.exe
Windows process - What is it? - file.net, Taskhostw.exe - What Is Taskhostw.exe & Is It Malware? - MalwareTips Forums

NEW QUESTION # 520
Which of'the following best describes the key goal of the containment stage of an incident response process?

A. To communicate goals and objectives of theincidentresponse plan
B. To get services back up and running

C. To prevent data follow-on actions by adversary exfiltration

D. To limit further damage from occurring

Answer: D

Explanation:
The key goal of the containment stage in an incident response process is to limit further damage from occurring. This involves taking



immediate steps to isolate the affected systens or network segments to prevent the spread of the incident and mitigate its impact.
Containment strategies can be short-term, to quickly stop the incident, or long-term, to prepare for the eradication and recovery
phases.

NEW QUESTION # 521
Which of'the following documents should link to the recovery point objectives and recovery time objectives on critical services?

A. Backup plan

B. Disaster recovery plan
C. Playbook

D. Business impact analysis

Answer: D

Explanation:

A Business Impact Analysis (BIA) is the correct document that identifies critical services and defines Recovery Point Objectives
(RPOs) and Recovery Time Objectives (RTOs). It helps organizations determine the impact of downtime and the maximum
tolerable outages for business functions.

NEW QUESTION # 522
An analyst needs to provide recommendations based on a recent vulnerability scan:

Which of the following should the analyst recommend addressing to ensure potential vulnerabilities are identified?

A. SYN scanner

B. SMB use domain SID to enumerate users
C. Scan not performed with admin privileges
D. SSL certificate cannot be trusted

Answer: C

Explanation:

This is because scanning without admin privileges can limit the scope and accuracy of the vulnerability scan, and potentially miss

some critical vulnerabilities that require higher privileges to detect. According to the OWASP Vulnerability Management Guidel,
"scanning without administrative privileges will result in a large number of false negatives and an incomplete scan". Therefore, the
analyst should recommend addressing this issue to ensure potential vulnerabilities are identified.

NEW QUESTION # 523
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