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Topic 1

Integration and Automation: This section measures the skills of Automation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with
third-party services like Kubernetes and Terraform, centralized management with Panorama templates and
device groups, as well as building custom dashboards and reports in Application Command Center (ACC)
are key topics.

Topic 2

PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systems with interfaces, zones, routers, and inter-VSYS security. Logging mechanisms
such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-ID features and web proxy settings.

Topic 3

PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking components within PAN-OS. It covers interface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Ethernet configurations. Additionally, it includes zone creation,
high availability configurations (active
active and active
passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling.
The section also addresses IPSec, quantum-resistant cryptography, and GRE tunnels.

Palo Alto Networks Next-Generation Firewall Engineer Sample Questions
(Q36-Q41):
NEW QUESTION # 36 
Which statement applies to Log Collector Groups?

A. Log redundancy is available only if each Log Collector has the same amount of total disk storage.
B. The maximum number of Log Collectors in a Log Collector Group is 18 plus two hot spares.
C. In any single Collector Group, all the Log Collectors must run on the same Panorama model.
D. Enabling redundancy increases the log processing traffic in a Collector Group by 50%.

Answer: B

Explanation:
The maximum number of Log Collectors that can be added to a Log Collector Group is 18 plus 2 hot spares, ensuring redundancy
and availability in case of failure. This allows for a total of up to 20 Log Collectors in a group, providing sufficient scalability and
reliability for log collection.

NEW QUESTION # 37 
Which statement applies to the relationship between Panorama-pushed Security policy and local firewall Security policy?

A. The order of policy evaluation can be configured differently in different device groups.
B. Local firewall rules are evaluated after Panorama pre-rules and before Panorama post-rules.
C. Panorama post-rules can be configured to be evaluated before local firewall policy for the purpose of troubleshooting.
D. When a policy match is found in a local firewall policy, if any Panorama shared post-rule is configured, it will still be
evaluated.

Answer: B

Explanation:
Local firewall rules are evaluated after Panorama pre-rules (those applied before the firewall's local policies) and before Panorama
post-rules (those applied after the firewall's local policies). This ensures that the local firewall rules do not override the central
Panorama policy and are only applied in the appropriate order within the policy evaluation sequence.



NEW QUESTION # 38 
A PA-Series firewall with all licensable features is being installed. The customer's Security policy requires that users do not directly
access websites. Instead, a security device must create the connection, and there must be authentication back to the Active
Directory servers for all sessions.
Which action meets the requirements in this scenario?

A. Deploy the Advanced URL Filtering license and captive portal.
B. Deploy the Next-Generation Firewalls as normal and install the User-ID agent.
C. Deploy the transparent proxy with Web Cache Communications Protocol (WCCP).
D. Deploy the explicit proxy with Kerberos authentication scheme.

Answer: D

Explanation:
In this scenario, the customer requires that users do not directly access websites and that a security device (the firewall) manages the
connection, while also ensuring that there is authentication back to the Active Directory (AD) servers for all sessions. The explicit
proxy with Kerberos authentication is the best solution because:
The explicit proxy allows the firewall to intercept user web traffic and manage the connections on behalf of users.
Kerberos authentication ensures that the user's identity is validated against the Active Directory servers before the session is allowed,
fulfilling the authentication requirement.

NEW QUESTION # 39 
When configuring a Zone Protection profile, in which section (protection type) would an NGFW engineer configure options to
protect against activities such as spoofed IP addresses and split handshake session establishment attempts?

A. Packet-Based Attack Protection
B. Reconnaissance Protection
C. Flood Protection
D. Protocol Protection

Answer: D

Explanation:
In the context of a Zone Protection profile, Protocol Protection is the section used to configure protections against activities such as
spoofed IP addresses and split handshake session establishment attempts. These types of attacks typically involve manipulating
protocol behaviors, such as IP address spoofing or session hijacking, and are mitigated by the Protocol Protection settings.

NEW QUESTION # 40 
Which two zone types are valid when configuring a new security zone? (Choose two.)

A. Intrazone
B. Tunnel
C. Virtual Wire
D. Internal

Answer: B,C

Explanation:
When configuring a new security zone on a Palo Alto Networks firewall, the two valid zone types are:
Tunnel: A Tunnel zone is used for traffic that is associated with a VPN tunnel, such as IPSec tunnels. Traffic passing through a tunnel
interface is classified into this zone.
Virtual Wire: A Virtual Wire zone is used when a firewall operates in transparent mode (also known as Layer 2 mode). In this
configuration, the firewall can inspect traffic without modifying the IP address structure of the network.

NEW QUESTION # 41
......
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