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bEY 2 Hh R 1
¢ Inplement Policy Trace Tool To Verify Corporate Global Acceptable Use Policy
bEY 71 ¢ Configure WSA To Inspect Archive File Types

e Describe The FTP Proxy Authentication
bEy 72 o Supported Authentication Surrogates Supported
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b E

v 73

Certificate Types Used For HTTPS Decryption
Configure HTTPS Capabilities

HTTPS Proxy And Verify TLS

SSL Decryption

b E

v 7 4

Describe Identification Profiles And Authentication

¢ Troubleshoot Using Access Logs
e Describe Access Policies

b E

v 75

¢ Configure Self-Signed And Intermediate Certificates Within SSL
o TLS Transactions

Describe SSL And TLS Inspection

bE

v 76

Using Log Files
Integrate Cisco WSA With Splunk

b E

v 717

¢ Describe The SOCKS Protocol And The SOCKS Proxy Services

Describe Tune Caching Behavior For Safety Or Performance

b E

v 78

ACL Tags For HTTPS Inspection
Cognitive Threat Analytics
Describe WSA Solutions
Integrated LATM Service

bE

v 79

Configure Traffic Redirection To Cisco WSA Using Explicit Forward Proxy Mode

o Troubleshoot Authentication Issues

bE

v 7 10

e Describe The FTP Proxy Authentication
¢ Supported Authentication Surrogates Supported

b E

v 7 11

¢ Describe Identification Profiles And Authentication
¢ Troubleshoot Using Access Logs

Describe Access Policies

b E

v 7 12

Certificate Types Used For HTTPS Decryption
Configure HTTPS Capabilities

HTTPS Proxy And Verify TLS

SSL Decryption

b E

v 7 13

Explicit Proxy Functionality
Upstream Proxy Vs. Downstream Proxy
Explicit Proxy Vs. Transparent Proxy

b E

v 7 14

¢ Configure A Referrer Header To Filter Web Categories
¢ Perform Initial Configuration Tasks On Cisco WSA

hbE

v 7 15

¢ Supported Authentication Protocols
e Describe Authentication Features

Proxy Access Logs Using CLI

b E

v 7 16

Bypassing Authentication Of Problematic Agents
Authentication Logs For Accounting Records

b E

v 7 17

Configure Web Application Visibility And Control (Office 365, Third-Party Feeds)
Configure The Dynamic Content Analysis Engine

b e

v 7 18

¢ Configure And Verify Web Proxy Features
e Active Directory Proxy Authentication
¢ Data Loss Prevention Service




¢ Troubleshoot Data Security And External Data Loss Troubleshoot Data Security And External Data Loss
Using Log Files

hEy 719
7 o Integrate Cisco WSA With Splunk

¢ Cisco Content Security Management Appliance
bEY 720 o Describe Cisco WSA Features And Functionality

¢ Configure Time-Based & Traffic Volume Acceptable Use Policies And End User Notifications
bEY 721 o Create A Corporate Global Acceptable Use Policy

¢ Configure Traffic Redirection To Cisco WSA Using Explicit Forward Proxy Mode
ey 722 e Troubleshoot Authentication Issues

¢ Explicit Proxy Functionality
o Upstream Proxy Vs. Downstream Proxy

ey 723 o Explicit Proxy Vs. Transparent Proxy

e Cisco Advanced Web Security Reporting
bEy 724 o Integrate Cisco WSA With Cisco ISE

¢ Configure Time-Based & Traffic Volume Acceptable Use Policies And End User Notifications
bEY 725 o Create A Corporate Global Acceptable Use Policy

e Supported Authentication Protocols
FEY 226 ¢ Describe Authentication Features
e Proxy Access Logs Using CLI

¢ Cisco Advanced Web Security Reporting
bEY 727 e Integrate Cisco WSA With Cisco ISE

Cisco Securing the Web with Cisco Web Security Appliance 52 %€ 300-725 &
B (Q31-Q36):

B #31
What is a benefit of integrating Cisco Cognitive Threat Analytics with a Cisco WSA?

A. Tt adds additional information to the Cisco WSA reports

B. It provides the ability to use artificial intelligence to block viruses
C. It adds additional malware protection to the Cisco WSA

D. It reduces time to identify threats in the network

M
R

: C

R #32
Which response code in the access logs indicates that a transaction was blocked due to policy?

A. TCP_DENIED/307
B. TCP_DENIED/401
C. TCP_DENIED/403
D. TCP_DENIED/407

F
R

: D

B #33
An administrator wants to restrict file uploads to Facebook using the AVC feature.



Under which two actions must the administrator apply this restriction to an access policy? (Choose two.)

A. Monitor Social Networking

B. Monitor Facebook Application

C. Monitor Facebook General

D. Monitor Facebook Messages and Chat
E. Monitor Facebook Photos and Videos

Eﬁ: C\ E

HA #34

Drag and Drop Question

Drag and drop the properties from the left onto the correct advanced web proxy setting descriptions on the right.
Answer Area

maximum time (in seconds) that the web proxy keeps
In-Use Connection Timeout open a connection to a client or server after a transaction
has been completed and no further activity is detected

maximum time (in seconds) that the web proxy waits for
Simultaneous Persistent Connections more data from an idle client or server when the current
| fransaction has not yet been completed

maximum number of TCP sockets that the web proxy

Use Received Headers keeps open with servers

allows an upstream web proxy to identify clients by IP

Persistent Connection Timeout address

Ef#:
fERL:

Answer Area

Persistent Connection Timeout

In-Use Connection Timeout

Simultaneous Persistent Connections

Use Received Headers

Explanation:
https//www.cisco.convc/en/us/td/docs/security/wsa/wsal 1-
O/user_guide/b WSA UserGuide/b WSA UserGuide chapter 0100.html

B #35
‘What must be configured to require users to click through an acceptance page before they are allowed to go to the Internet through
the Cisco WSA?

e A Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles



¢ B. Enable End-User URL Filtering Warning Page and set to Required in Access Policies
¢ (. Enable End-User Acknowledgement Page and set to Required in Identification Profiles
¢ D. Enable End-User Acknowledgement Page and set to Required in Access Policies

IEf#: D

fEERA -
Explanation/Reference: https//www.cisco.conmyc/en/us/td/docs/security/wsa/wsal 1-O/user_guide/b WSA UserGuide/
b WSA UserGuide chapter 010100.html

B #36
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