KPR 2 312-38 B 55 Bt ok B - A ot D HE {5 5 vk - IE RE )
7 312-38 5k &kl

2023 £[E
LEET X b

(58 28]

2023F7H 18 (1)
N o% BT 5 - 08
ERIAGH): 6 A 16 E (&)

o RIFOXFBAFRBRICHLL Iz hamRENT,
FEHBROREHTES !

o REFATOHSOEREEEL. RRCDOBRITFSNhS !

eHETRRTES!

BRTI 7T FRA ML —Yh5HFTDTopexam312-38 PDFX > 7 # X v > u— F§
% : httpsy//drive.google.com/open?id=14MEIdf8USrwh-bwlfYM67H8CbKO9A2Dh

ITERTOHEEEE L L T, 4 Topexam® HH TR ERBC ST 2 BRI R 22 £TT. RYD
TY— bR EEXERT 22010, BHRHEHL TEC-COUNCILAE O HELLRD 7 — X O 497 & B
WL CwEd. Hs0ERBLZEBERAD > T, RAD312-38EK 2 AT 2 BEHEDIF L A EI3312-38R
BIAHTEET,

EC-Council Certified Network Defender (CND) REW . At Ay b7 —2 2 F 22U T4 bPEY 2513 —F 34
FERARETT. CORBEE ABOA Y hT—I AV T75AMNT 7 F v Y AN—HBLSFHET /201
DELZMBEAFTVEBACERMETZCLE2EMELTWET. CORER. HANCE s, BREZCE
CFHMEShTHwWET. CORELZMBLALEMFRE. BLFERDY. GubErilifrascence d.

EC-Council 312-383REX Tl Ay bV —2 % F2YT 4. Ay bUy—2s7mban, 2y b7—27 Off5EH.
2y bT—IBiET 7/ uaP—RE RBEVINEY 2583 —LTWET. RBCEKRL -EREE. v b
T— /O EREERERL. HBO A Y VYA Y TSRS/ F T AR BEEL TBRT
BlepcEFHEINTHES,

BC-Council 312-38:8 8% ik . I[TOHEMIROM TAROH 2BETHH . HAMCE IS T E T, Bkl x v
Y — B0 BREARC EERL TR R LD, BRAErsmFHMESN TWET. 512, BEEEH
FIEHFEN, 2y b7 —2€*x2U 71 ORFOESE2RML TEY ., BEZHRFL COEARERFHO 7
I/ YP—E¢ERRNT S 774 ACBRFORBTHZZ & 2{REL £ 7.

>> 312-38Bi Bk B <<

BT 231238 RAE —HEK-BHE £312-386KER

BIA%E 0T RWVAEE BRIV TTN? b3 BBELABCEY LT TH? 312-38BEE. bi
RFABEOESERTZ20CH/ILb ET. ¥4 6. EC-COUNCILD312-387 A F#EMIE . HEEFEL T B E
XCHsLEFENDZ L ENHTE, HEEXEFBWC IO FUETEINSTT. 20715, 312-38RED


https://drive.google.com/open?id=14MEIdf8U8rwh-bwIfYM67H8CbKO9A2Dh
https://www.jpshiken.com/312-38_shiken.html
https://www.topexam.jp/312-38_shiken.html
https://www.goshiken.com/EC-COUNCIL/312-38-mondaishu.html

I, 312-38RBIC AL CRLWHAHEA RO 200/ IbET. M3 RK->TwE 0?2 312-38RBEEs
AL TLFEn,

EC-COUNCIL EC-Council Certified Network Defender CND 2 %€ 312-38 i
EX I RE (Q276-Q281):

HH #276
Which of the following layers of the TCP/IP model maintains data integrity by ensuring that messages are delivered in the order in
which they are sent and that there is no loss or duplication?

A. Internet layer

B. Transport layer
C. Application layer
D. Link layer

IEf#: B

R -

The transport layer ensures that messages are delivered in the order in which they are sent and that there is no loss or duplication.
Transport layer maintains data integrity. Answer option C is incorrect. The Internet Layer of the TCP/IP model solves the problem
of sending packets across one or more networks. Internetworking requires sending data from the source network to the destination
network. This process is called routing, IP can carry data for a number of different upper layer protocols. Answer option B is
mcorrect. The Link Layer of TCP/IP model is the networking scope of the local network connection to which a host is attached.
This is the lowest component layer of the Internet protocols, as TCP/IP is designed to be hardware independent. As a result TCP/IP
has been implemented on top of virtually any hardware networking technology in existence. The Link Layer is used to move packets
between the Internet Layer interfaces of two different hosts on the same link. The processes of transmitting and receiving packets on
a given link can be controlled both in the software device driver for the network card, as well as on firmware or specialized chipsets.
Answer option D is incorrect. The Application Layer of TCP/IP model refers to the higher-level protocols used by most applications
for network communication. Examples of application layer protocols include the File Transfer Protocol (FTP) and the Simple Mail
Transfer Protocol (SMTP). Data coded according to application layer protocols are then encapsulated into one or more transport
layer protocols, which in turn use lower layer protocols to affect actual data transfer.

B #277

Delta IT solutions suffered a substantial data loss translating into a huge monetary loss for them. While investigation, the network
admin analyzed all the packets and traffic transmitted across the network and identified that some user, within the organization, had
leaked the data. Which of'the following devices could have helped the network admin reach this conclusion?

A. Network Protocol Analyzer
B. Internet Content Filter

C. Network Access Control
D. Intrusion Detection System

EfE: A

AR

A Network Protocol Analyzer, such as Wireshark, is a tool that captures and analyzes packets in real-time, displaying themin a
human-readable format. It allows network administrators to mspect individual packets deeply, which is essential for identifying and
mvestigating data leaks within an organization. By examining the packet contents, the source and destination of the trafic, and other
details, a Network Protocol Analyzer can help pinpoint the exact nature and origin of a data leak.

References: The use of Network Protocol Analyzers for investigating data leaks is a standard practice in network security, aligning
with the objectives of the EC-Council's Certified Network Defender (CND) program. The capabilities of these tools are detailed n
resources like the Wireshark user guide and network security best practices123.

M #278
Timothy works as a network administrator in a multinational organization. He decides to implement a dedicated network for sharing
storage resources. He uses a as it seperates the storage units from the servers and the user network.

e A SCSA



e B.SAN
e C.SAS
e D.NAS

IEf#: B

HA #279
Identify the attack signature analysis technique carried out when attack signatures are contained in packet headers.

¢ A Content-based signature analysis
¢ B. Atomic signature-based analysis
e C. Context-based signature analysis
¢ D. Composite signature-based analysis

Ef#: B

R -

Atomic signature-based analysis is a technique that examines individual packets for attack signatures contained in packet headers.
This method focuses on specific, identifiable patterns or anomalies within single packets that may indicate malicious activity. Since the
attack signatures are within the packet headers, the analysis does not need to consider the broader context of multiple packets or
sessions, making it an atomic-level inspection.

References:

* EC-Council Certified Network Defender (CND) Study Guide

* Intrusion Detection System (IDS) and attack signature analysis documentation

M #280

David is working in a mid-sized IT company. Management asks him to suggest a framework that can be used effectively to align the
IT goals to the business goals of the company. David suggests the framework, as it provides a set of controls over IT and
consolidates themto forma framework.

e A ISO 27007
e B.COBIT

e C.ITIL

e D.RMIS

IEf#: B
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