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AE #9%

Apex Solutions Group conducts a gap analysis to compare its current Al readiness with a defined target state across multiple
readiness dimensions. The analysis shows the following quantified gaps: Workforce readiness, Data readiness, Strategic readiness,
and Technology readiness. Leadership wants to sequence improvement initiatives so that investments are directed toward the area
requiring the greatest effort to reach the desired state.

Based on the gap prioritization results, which readiness dimension should be addressed first?

A. Workforce readiness
B. Technology readiness
C. Data readiness

D. Strategic readiness

Hg: D

3.

EC-Council's CAIPM materials describe organizational readiness and Al maturity assessment as a structured evaluation across key
dimensions such as strategy, data, technology, workforce, and culture, with the purpose of identifying capability gaps and adoption
risks. The certification page explicitly states that candidates assess readiness for Al adoption by evaluating "strategy, data,
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technology, workforce, and culture" and by

"identifying capability gaps."

In this question, leadership wants to prioritize the dimension that requires the greatest effort to move from the current state to the
target state. That is the core purpose of a quantified gap analysis: rank dimensions by the size or severity of the gap so investments
can be sequenced logically. Since the prompt asks which dimension should be addressed first "based on the gap prioritization
results," the correct choice is the dimension identified as having the largest prioritized gap. From the provided options and question
context, that dimension is Strategic readiness. This is also consistent with CAIPM's emphasis on aligning Al initiatives with business
goals before broader execution and scaling activities. EC-Council's CAIPM overview further frames Al program management
around building organizational readiness and aligning Al initiatives with business objectives before execution at scale.

HEE #95

An enterprise is considering deploying an Al solution that will be used across muiltiple business domains to support various
knowledge and language-based tasks. Instead of developing separate Al models for each domain, the solution will be based on a
common core capability, with domain-specific adjustments made where necessary. As the Al Portfolio Owner, your role is to ensure
that this approach aligns with the company' s broader Al strategy and long-term investment priorities. You must assess the correct
classification for this Al model to support future scalability and integration across the organization's diverse functions. Which Al
model classification best fits this strategy?

A. Foundation Models

B. Large Language Models
C. Machine Learning

D. Generative Al

HE: A

MY

The CAIPM framework emphasizes selecting Al architectures that maximize scalability, reuse, and long-term value across enterprise
functions. The scenario clearly describes an approach where a single, shared core model is leveraged across multiple domains, with
domain-specific customization layered on top. This is the defining characteristic of Foundation Models.

Foundation models are large, pre-trained models built on broad datasets and designed to serve as a general- purpose base. They
can be adapted to various use cases-such as customer service, content generation, analytics, or internal knowledge systems-through
fine-tuning, prompting, or lightweight customization. This approach avoids building multiple isolated models, reducing development
cost and improving consistency across the organization.

Option B (Generative Al) refers to a capability (content creation) rather than an architectural strategy. Option C (Machine Learning)
is too broad and does not capture the shared-core design principle. Option D (Large Language Models) is a subset of foundation
models focused specifically on language tasks, but the question emphasizes strategic reuse across domains, not just language
specialization.

CAIPM highlights foundation models as a key enabler of enterprise Al strategy because they support modular scaling, faster
deployment of new use cases, and alignment with long-term mvestment priorities.

Therefore, the correct answer is Foundation Models, as it best reflects a shared core capability with domain- specific adaptations
across the enterprise.

EE #96

An Al capability is being prepared for sustained use within a highly regulated operational environment. The organization must retain
full control over data handling, system access, and infrastructure governance to meet audit and sovereignty obligations. Connectivity
to external environments is limited by policy, and internal teans are already responsible for managing compute resources and long-
term system upkeep. As part of Al operations oversight, you are asked to confirm that the deployment approach aligns with these
constraints.

Which deployment model best satisfies the organization's operational, regulatory, and data management requirements?

A. On-premises

B. Hybrid

C. Private cloud or VPC
D. SaaS or public cloud

HE:. A

Y.
The scenario emphasizes strict regulatory and operational requirements, including full control over data, nfrastructure, and access ,



as well as limited or restricted connectivity to external environments . These conditions strongly point to an on-premises deployment
model .

In CAIPM, deployment model selection must align with governance, compliance, and operational constraints.

On-premises environments provide the highest level of control because all infrastructure, data storage, processing, and access
management are maintained within the organization's own facilities. This is critical in highly regulated industries where data
sovereignty, auditability, and security controls must be strictly enforced.

Key indicators supporting on-premises deployment include:

Requirement for complete control over data handling and system access

Restricted external connectivity , limiting use of public or external cloud services Existing internal capability to manage infrastructure
and compute resources Need to meet audit and regulatory obligations without dependency on third-party providers Other options
are less suitable:

Private cloud or VPC still nvolves cloud-managed infrastructure and potential external dependencies Hybrid introduces external
connectivity, which conflicts with policy constraints SaaS or public cloud relinquishes significant control to third-party providers
CAIPM highlights that in environments with stringent compliance and sovereignty requirements, organizations often prioritize on-
premises deployments despite higher operational overhead, as they provide maximum control and regulatory assurance.

Therefore, the correct answer is On-premises , as it best satisfies the organization's strict control, governance, and regulatory
requirements.

HE#97

An enterprise has formalized data policies covering quality standards, access rules, and retention requirements for Al initiatives, with
these policies approved at the executive level and comnumicated across departments.

However, during Al model audits, it becomes clear that different teans are interpreting datasets in varied ways, quality thresholds
are inconsistent across domains, and corrective actions are being addressed informally rather than through structured processes.
Furthermore, there is no centralized mechanism to ensure that the enterprise's vision is translated into consistent, enforceable
practices across business units. Despite strong executive sponsorship, decisions around priorities, conflicts, and cross-domain
coordination remain inconsistent. Which aspect of the data governance framework is insufficiently addressed in this scenario?

A. Quality monitoring automation
B. Access control enforcement
C. Data catalog capability

D. Data ownership accountability

HEe. D

ME:

The scenario highlights a classic gap between policy definition and operational enforcement, which is a key concern addressed in
CAIPM's data governance principles. While policies exist and are approved at the executive level, there is inconsistency in how they
are interpreted and applied across teams. This indicates a lack of clear ownership and accountability structures.

Data ownership accountability ensures that specific individuals or roles (e.g., data owners, data stewards) are responsible for
defining standards, enforcing policies, resolving conflicts, and maintaining consistency across domains. In the absence of such
accountability, teams interpret data independently, apply different quality thresholds, and address issues nformally, leading to
fragmentation and inconsistency.

The question also mentions the absence of'a centralized mechanism to enforce enterprise-wide consistency and coordinate cross-
domain decisions. This further reinforces the lack of defined ownership roles and governance bodies responsible for oversight and
alignment.

Other options are less relevant: access control enforcement relates to security permissions; quality monitoring automation addresses
tooling for tracking quality metrics but not governance alignment; and data catalog capability helps with data discovery but does not
ensure consistent policy enforcement.

CAIPM enphasizes that effective data governance requires not just policies, but clear accountability structures and stewardship
models to operationalize those policies consistently.

Therefore, the correct answer is Data ownership accountability, as it directly addresses the root cause of inconsistency and lack of
enforceable governance in this scenario.

EE #98

Julianne Moore, Lead Al Systems Architect, is conducting an investigation on a facial recognition access system that recently failed a
security audit. The audit team demonstrated that by wearing a specifically crafted pair of noisy pattern eyeglasses, an unauthorized
user could consistently trick the system into identifying them as the CEO. Julianne confirms that the system's source code is intact



and the original database of face images used to train the model was verified as clean and unaltered. Julianne must categorize this
vulnerability in her report to the CISO. Which Al-specific security threat characterizes the method used to bypass the system's
identification controls?

A. Adversarial Attacks
B. Pronpt Injection

C. Data Poisoning

D. Model Theft

HE: A

Y.

The scenario describes a situation where an attacker manipulates input data at inference time to deceive an Al model into producing
incorrect outputs. The use of specially crafted eyeglasses with noisy patterns is a classic example of an adversarial attack , where
small, intentional perturbations are introduced to inputs (in this case, visual patterns) to exploit weaknesses in the model's perception.
Adversarial attacks do not require altering the model's code or training data, which aligns with the scenario where both were verified
as intact. Instead, they exploit how models interpret inputs, causing them to misclassify or misidentify objects or individuals. In facial
recognition systens, adversarial examples-such as modified images, accessories, or patterns-can lead to false positives or
impersonation.

Other options are incorrect:

Prompt injection applies to language models where malicious input manipulates system behavior.

Data poisoning involves corrupting the training dataset, which is explicitly ruled out.

Model theft refers to extracting or copying a model, not deceiving it during operation.

CAIPM highlights adversarial attacks as a critical Al-specific security risk, especially in computer vision systens used for
authentication and safety-critical applications.

Therefore, the correct answer is Adversarial Attacks , as it best describes the method used to bypass the system
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