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AEE4 (Q79-Q84):

R k]
Which of the fellowing activities can be performed using the Matenal Documents Overview app?
Note:
Tharre are 2 correct answers o this question.
« A. Reverse one item of a goods 1ssue
= B, Dasplay the stock ovesview for a starage lecation

« C_[Msplay a lisi of physteal inventory doouments by document date
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WGU Secure-Software-Design A& F:

A ]
e Software Architecture and Design: This module covers topics in designing, analyzing, and managing large
=x 1 scale software systers. Students will learn various architecture types, how to select and implement

appropriate design patterns, and how to build well structured, reliable, and secure software systes.

¢ Software System Management: This section of the exam measures skills of Software Project Managers

and covers the management of large scale software systens. Learners study approaches for overseeing
FH 2 software projects from conception through deployment. The material focuses on coordination strategies
and management techniques that ensure successful delivery of complex software solutions.

¢ Design Pattern Selection and Implementation: This section of the exam measures skills of Software

Developers and Software Architects and covers the selection and implementation of appropriate design
=x 3 patterns. Learners examine common design patterns and their applications in software development. The
material focuses on understanding when and how to apply specific patterns to solve recurring design
problens and improve code organization.

o Software Architecture Types: This section of the exam measures skills of Software Architects and covers
various architecture types used in large scale software systems. Learners explore different architectural

FH 4 models and frameworks that guide system design decisions. The content addresses how to identify and

evaluate architectural patterns that best fit specific project requirements and organizational needs.

Z| &l Courses and Certificates Secure-Software-Design T2 M ZE Al (Q41-

Q46):

A2 #41
Which SDL security goal is defined as ensuring timely and reliable access to and use of information?

A. Integrity

B. Information security
C. Confidentiality

D. Availability

He:. D

Y.

The term 'availability' in the context of Secure Software Development Lifecycle (SDL) refers to ensuring that systems, applications,
and data are accessible to authorized userswhen needed. This means that the information must be timely and reliable, without undue
delays or mnterruptions. Availability is a critical aspect of security, as it ensures that the software finctions correctly and efficiently,
providing users with the information they need to perform their tasks.

References:

* The definition of availability as per the National Institute of Standards and Technology (NIST) Glossaryl.

* The Microsoft Security Development Lifecycle (SDL) which emphasizes the importance of availability in secure software design2.
* General principles of Secure Software Development Life Cycle (SSDLC) that include availability as a key security goal3.

HEE #42


https://www.passtip.net/Secure-Software-Design-pass-exam.html

What refers to the review of software source code by developers other than the original coders to try to identify oversights,
mistakes, assumptions, a lack of knowledge, or even experience?

A. Manual peer review

B. Dynamic code review
C. Fault injection

D. User acceptance testing

HE: A

Y.

Manual peer review refers to the systematic examination of software source code by developers other than the original author. This
practice is recognized as a valuable tool for reducing software defects and improving the quality of software projects. It involves
developers inspecting the code to find and fix mistakes overlooked in the initial development phase, which enhances both the overall
quality of software and the developers' skills.

Peer code review is less formal and more "lightweight" than the code inspections performed in the past, and it provides benefits such
as knowledge transfer, increased team awareness, and creation of alternative solutions to problers.

Expectations, Outcomes, and Challenges Of Modern Code Review1
Introduction to Software Engineering/Quality/Code Review2
Software Security during Modern Code Review: The Developer's Perspective3

EE #43
Which type of security analysis is limited by the fact that a significant time nvestment of a highly skilled team memnber is required?

A. Dynamic code analysis

B. Manual code review
C. Static code analysis
D. Fuzz testing

e B

MH.

Manual code review is a type of security analysis that requires a significant time mvestment from a highly skilled team member. This
process involves a detailed and thorough examination of the source code to identify security vulnerabilities that automated tools might
miss. It is labor-intensive because it relies on the expertise of the reviewer to understand the context, logic, and potential security
implications of the code. Unlike automated methods like static or dynamic code analysis, manual codereview demands a deep
understanding of the codebase, which can be time-consuming and requires a high level of skill and experience.

References: The information provided here is based on industry best practices and standards for secure software design and
development, as well as my understanding of security analysis methodologies12.

A2 #44
In which step of the PASTA threat modeling methodology is vulnerability and exploit analysis performed?

A. Attack modeling

B. Define technical scope

C. Define objectives

D. Application decomposition

HE:. A

Y.

In the PASTA (Process for Attack Simulation and Threat Analysis) threat modeling methodology, vulnerability and exploit analysis is
performed during the Attack modeling step. This step involves identifying potential threats and vulnerabilities within the system and
understanding how they could be exploited.

* Attack modeling is a critical phase where the focus is on simulating attacks based on identified vulnerabilities. It allows for a deep
understanding of the threats in the context of the application's architecture and system design.

* During this phase, security analysts use their knowledge of the system's technical scope and application decomposition to simulate
how an attacker could exploit the system's vulnerabilities. This helps in prioritizing the risks and planning appropriate mitigation



strategies.

* The goal of attack modeling is not just to identify vulnerabilities but also to understand the potential impact of exploits on the
systemand the business, which is essential for developing a robust security posture.

: The information provided is aligned with the PASTA methodology as described in resources such as VerSpritel and the OWASP
Foundation2. These sources detail the seven stages of PASTA, with attack modeling being a key component of the process.

HEE #45
Which secure coding practice uses role-based authentication where department-specific credentials will authorize department-
specific functionality?

A. Authentication

B. Access Control
C. Data Protection
D. Input Validation
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