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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q250-Q255):

NEW QUESTION # 250

After conducting a cybersecurity risk assessment for a new software request, a Chief Information Security Officer (CISO) decided
the risk score would be too high. The CISO refused the software request. Which of the following risk management principles did the
CISO select?

e A. Avoid
e B. Mitigate

e (. Transfer
e D. Accept

Answer: A
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Explanation:

Explanation

Avoid is a risk management principle that describes the decision or action of not engaging in an activity or accepting a risk that is
deemed too high or unacceptable. Avoiding a risk can eliminate the possibility or impact of the risk, as well as the need for any
further risk management actions. In this case, the CISO decided the risk score would be too high and refused the software request.
This indicates that the CISO selected the avoid principle for risk management.

NEW QUESTION # 251

During a scan of a web server in the perimeter network, a vulnerability was identified that could be exploited over port 3389. The
web server is protected by a WAF. Which of the following best represents the change to overall risk associated with this
vulnerability?

A. The risk would decrease because a web application firewall is in place.
B. The risk would decrease because RDP is blocked by the firewall.

C. The risk would increase because the host is external facing,

D. The risk would not change because network firewalls are in use.

Answer: B

Explanation:

Port 3389 is commonly used by Remote Desktop Protocol (RDP), which is a service that allows remote access to a system. A
vulnerability on this port could allow an attacker to compromise the web server or use it as a pivot point to access other systems.
However, if the firewall blocks this port, the risk of exploitation is reduced.

NEW QUESTION # 252
A security analyst received an alert regarding multiple successful MFA log-ins for a particular user. When reviewing the
authentication logs, the analyst sees the following:

Which of the following are most likely occurring, base on the MFA logs? (Choose two.)

A. Dictionary attack

B. Rogue access point

C. Subscriber identity module swapping
D. Impossible geo-velocity

E. Push phishing

F. Password spray

Answer: C,D

NEW QUESTION # 253

While reviewing web server logs, a security analyst found the following line:
<IMG SRC="vbscriptmsgbox("test")>

Which of the following malicious activities was attempted?

A. Server-side request forgery
B. Command injection

C. Cross-stte scripting

D. XML mjection

Answer: C

Explanation:

XSS is a type of web application attack that exploits the vulnerability of a web server or browser to execute malicious scripts or
commands on the client-side. XSS attackers inject malicious code, such as JavaScript, VBScript, HTML, or CSS, into a web page
or application that is viewed by other users. The malicious code can then access or manipulate the user's session, cookies, browser
history, or personal information, or perform actions on behalf of the user, such as stealing credentials, redirecting to phishing sites, or
installing malware12 The line in the web server log shows an example of an XSS attack using VBScript. The attacker tried to insert
an <IMG> tag with a malicious SRC attribute that contains a VBScript code. The VBScript code is intended to display a message



box with the text "test" when the user views the web page or application. This is a simple and harmless example of XSS, but it could
be used to test the vulnerability of the web server or browser, or to launch more sophisticated and harmful attacks3

NEW QUESTION # 254
An organization conducted a web application vulnerability assessment against the corporate website, and the following output was
observed:

‘Which of'the following tuning recommendations should the security analyst share?

A. Configure an Access-Control- Allow-Origin header to authorized domains.
B. Set an Http Only flag to force communication by HTTPS.

C. Disable the cross-origin resource sharing header.

D. Block requests without an X-Frame-Options header.

Answer: A

NEW QUESTION # 255
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