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R #27

Which strategies help mitigate credential-based attacks?
(Select two.)

Response:

A. Tnplementing passwordless authentication methods
B. Blocking all failed login attempts

C. Using VPN to encrypt traffic

D. Enforcing password complexity requirements

EE: AD

P& #28

What are best practices to prevent ransonmware attacks?
(Select two.)

Response:

e A Paying the ransom immediately to recover data
¢ B. Avoiding security awareness training for employees
e C. Implementing robust backup and disaster recovery solutions
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¢ D. Regularly updating software and security patches
ZX: CD

il =8 #29

Which of the following are key principles of effective incident communication?
(Select two.)

Response:

A. Using a single communication channel for all stakeholders
B. Transparency and accuracy

C. Delaying responses to avoid spreading misinformation

D. Compliance with regulatory reporting requirements

ZX: BD

R #30

‘Which techniques do attackers use in email-based attacks to evade detection?
(Select two.)

Response:

A. Using URL shortening services

B. Embedding malicious links in images

C. Sending emails only during business hours
D. Sending encrypted emails for security

EX: AB

R #31
Which security control is most effective at preventing credential stuffing attacks?
Response:

A. Deploying Web Application Firewalls (WAF)
B. Implementing strong password policies

C. Using multi-factor authentication (MFA)

D. Role-based access control (RBAC)
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