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Threat Detection and Incident Response

14%

- Design and implement threat detection solutions

e 1. Use AWS services for monitoring and alerting
e 2. Implement log analysis and anomaly detection

- Respond to security incidents

¢ 1. Investigate and remediate security events
e 2. Develop incident response plans

Management and Security Governance

14%

- Establish security governance frameworks

¢ 1. Define security policies and standards
e 2. Perform compliance assessments and audits

- Automate security and compliance

e 1. Implement security as code and compliance automation
e 2. Use infrastructure as code for security controls

Data Protection

18%

- Manage encryption and key management

e 1. Use AWS KMS and other key management services
e 2. Encrypt data at rest and in transit

- Implement data classification and protection

¢ 1. Apply appropriate protection controls
e 2. Define data sensitivity levels

Infrastructure Security

20%

- Secure network infrastructure

e 1. Design secure VPC architectures
e 2. Implement network access controls and firewalls

- Protect compute and storage resources

¢ 1. Apply security controls to storage services
e 2. Secure EC2 instances and containers

Identity and Access Management

16%

- Secure authentication and authorization

¢ 1. Integrate with external identity providers
e 2. Implement multi-factor authentication

- Design and implement [AM strategies

¢ 1. Manage users, groups, roles, and policies
o 2. Enforce least privilege access

Security Logging and Monitoring

18%

- Configure and manage logging solutions

¢ 1. Ensure log integrity and retention
e 2. Enable and centralize logs across AWS services

- Implement continuous monitoring

¢ 1. Automate monitoring and alerting workflows
e 2. Define security metrics and thresholds
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H R #149

A company runs an online game on AWS. When players sign up for the game, their username and password credentials are stored
in an Amazon Aurora database.

The number of users has grown to hundreds of thousands of players. The number of requests for password resets and login
assistance has become a burden for the company's customer service team

The company needs to implement a solution to give players another way to log in to the game. The solution must remove the burden
of password resets and login assistance while securely protecting each player's credentials.

Which solution will meet these requirements?

e A. When a new player signs up, use an AWS Lambda finction to automatically create an 1AM access key and a secret
access key. Program the Lambda finction to store the credentials on the player's device.
Create 1AM keys for existing players.B Migrate the player credentials from the Aurora database to AWS Secrets Manager.
‘When a new player signs up. create a key-value pair in Secrets Manager for the player's user ID and password.

e B. Instead of using usernames and passwords for authentication, issue API keys to new and existing players. Create an
Amazon API Gateway API to give the game client access to the game's functionality.

e (. Configure Amazon Cognito user pools to federate access to the game with third-party identity providers (IdPs), such as
social IdPs Migrate the game's authentication mechanism to Cognito.

IEf#: B

fEERA -

The best solution to meet the company's requirements of offering an alternative login method while securely protecting player
credentials and reducing the burden of password resets is to use Amazon Cognito with user pools. Amazon Cognito provides a fully
managed service that facilitates the authentication, authorization, and user management for web and mobile applications. By
configuring Amazon Cognito user pools to federate access with third-party Identity Providers (IdPs), such as social media platforms
or Google, the company can allow users to sign in through these external IdPs, thereby eliminating the need for traditional username
and password logins. This not only enhances user convenience but also offloads the responsibility of managing user credentials and
the associated challenges like password resets to Amazon Cognito, thereby reducing the burden on the company's customer service
team. Additionally, Amazon Cognito integrates seamlessly with other AWS services and follows best practices for security and
compliance, ensuring that the player's credentials are protected.

M #150
A company runs workloads on Amazon EC2 instances. The company needs to continually scan the EC2 instances for software

vulnerabilities and unintended network exposure.
‘Which solution will meet these requirements?

¢ A. Use Amazon Inspector. Set the scan mode to hybrid scanning.

¢ B. Use Amazon GuardDuty. Enable the Runtime Monitoring feature.
e C. Use Amazon GuardDuty. Enable the Malware Protection feature.
e D. Use Amazon Inspector. Enable the Malware Protection feature.

Ef#: D

L2

Comprehensive and Detailed Explanation From Exact Extract:

Amazon Inspector offers automated, continuous vulnerability scanning for Amazon EC2 instances. The new version includes
Malware Protection, which scans for malicious software as part of its inspection process.
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This capability enables both detection of software vulnerabilities and malicious activity (like viruses or rootkits), thus covering both
parts of the requirement: vulnerabilities and unintended network exposure.
This falls under Infrastructure Security and aligns with recommended practices for securing compute resources on AWS.

R #151

A company is designing a multi-account structure for its development teams. The company is using AWS Organizations and AWS
Single Sign-On (AWS SSO). The company nmust implement a solution so that the development teams can use only specific AWS
Regions and so that each AWS account allows access to only specific AWS services.

Which solution will meet these requirements with the LEAST operational overhead?

¢ A Deactivate AWS Security Token Service (AWS STS) in Regjons that the developers are not allowed to use.

¢ B. For each AWS account, create tailored identity-based policies for AWS SSO. Use statements that include the Condition,
Resource, and NotAction elements to allow access to only the Regions and services that are needed.

e (. Create SCPs that include the Condition, Resource, and NotAction elements to allow access to only the Regions and
services that are needed.

e D. Use AWS SSO to set up service-linked roles with IAM policy statements that include the Condition, Resource, and
NotAction elements to allow access to only the Regions and services that are needed.

Ef#: C
R -
Explanation

httpsz/docs.aws.amazon.com/organizations/latest/userguide/orgs manage policies scps_syntax.htm#scp-eleme

H #152

A security engineer has been asked to troubleshoot inbound connectivity to a web server. This single web server is not receiving
mbound connections from the nternet, whereas all other web servers are fimctioning properly.

The architecture includes network ACLs, security groups, and a virtual security appliance. In addition, the development team has
implemented Application Load Balancers (ALBs) to distribute the load across all web servers. It is a requirement that traffic
between the web servers and the internet flow through the virtual security appliance.

The security engineer has verified the following;

The rule set in the security groups is correct.

The rule set in the network ACLs is correct.

The rule set in the virtual appliance is correct.

Which of'the following are other valid itens to troubleshoot in this scenario? (Select TWO.)

A. Verify the registered targets in the ALB.

B. Verify that the 0.0.0.0/0 route in the route table for the web server subnet points to the virtual security appliance.
C. Verify which security group is applied to the particular web server's elastic network interface (ENI).

D. Verify that the 0.0.0.0/0 route in the public subnet points to a NAT gateway.

E. Verify that the 0.0.0.0/0 route in the route table for the web server subnet points to a NAT gateway.

Ef#: AL C
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Comprehensive and Detailed Explanation From Exact Extract:

B: ENI security groups: Even if the security group configuration appears correct at a general level, a specific Elastic Network
Interface (ENI) attached to the EC2 instance may not have the intended security group applied, which can block traffic.

D: ALB target registration: If the web server is not properly registered with the ALB or marked as unhealthy, traffic will not be
routed to it, even if everything else is configured correctly.

These items are commonly overlooked and are vital to verify when troubleshooting EC2 connectivity behind load balancers in
complex architectures with virtual appliances and routing layers. This is covered under Infrastructure Security.

M #153

A company wants to use AWS Systerms Manager Patch Manager to patch Amazon EC2 instances that run Amazon Limux 2. The
EC2 instances are running in a single AWS account. No internet connectivity is allowed from any EC2 instances in the account.

A security engineer has configured the relevant settings in Patch Manager. The security engineer now needs to ensure that the EC2



instances can connect to the Systems Manager endpoint.
‘Which combination of steps must the security engineer take to meet these requirements?
(Choose three.)

A. Create a gateway VPC endpoint for com.amazonaws.[region].s3.

B. Create a NAT gateway.

C. Update the route tables with a route to the gateway VPC endpoint.

D. Update the route tables to route Systems Manager traffic through the NAT gateway.
E. Create VPC endpoints for comamazonaws.[region].ec2messages and
comamazonaws.[region].ssm.

¢ F. Update the route tables to route the update traffic through the NAT gateway.

Ef#: A. C. E

ETE
https:/docs.aws.amazon.conysystenms-manager/latest/userguide/setup-create-vpc. htmi#sysman- setting-up-vpc-create
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