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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q526-Q531):
NEW QUESTION # 526 
What must be configured in Cisco ISE to enforce reauthentication of an endpoint session when an endpoint is deleted from an
identity group?

A. posture assessment
B. SNMP probe
C. external identity source
D. CoA

Answer: D

Explanation:
Cisco ISE allows a global configuration to issue a Change of Authorization (CoA) in the Profiler Configuration page that enables the
profiling service with more control over endpoints that are already authenticated. One of the settings to configure the CoA type is
"Reauth". This option is used to enforce reauthentication of an already authenticated endpoint when it is profiled. Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/
b_ise_admin_guide_sample_chapter_010101.html page that enables the profiling service with more control over endpoints that are
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already authenticated.
One of the settings to configure the CoA type is "Reauth". This option is used to enforce reauthentication of an already authenticated
endpoint when it is profiled.
Reference:
Cisco ISE allows a global configuration to issue a Change of Authorization (CoA) in the Profiler Configuration page that enables the
profiling service with more control over endpoints that are already authenticated. One of the settings to configure the CoA type is
"Reauth". This option is used to enforce reauthentication of an already authenticated endpoint when it is profiled. Reference:
https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/
b_ise_admin_guide_sample_chapter_010101.html

NEW QUESTION # 527 
How is Cisco Umbrella configured to log only security events?

A. in the Security Settings section
B. per network in the Deployments section
C. in the Reporting settings
D. per policy

Answer: D

Explanation:
Explanation/Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-management

NEW QUESTION # 528 
Which parameter is required when configuring a Netflow exporter on a Cisco Router?

A. DSCP value
B. Source interface
C. Exporter name
D. Exporter description

Answer: C

Explanation:
Explanation
An example of configuring a NetFlow exporter is shown below:
flow exporter Exporter
destination 192.168.100.22
transport udp 2055

NEW QUESTION # 529 
A network administrator needs to find out what assets currently exist on the network. Third-party systems need to be able to feed
host data into Cisco Firepower. What must be configured to accomplish this?

A. a File Analysis policy to send file data into Cisco Firepower
B. a Threat Intelligence policy to download the data from the host
C. a Network Analysis policy to receive NetFlow data from the host
D. a Network Discovery policy to receive data from the host

Answer: D

Explanation:
Explanation
Explanation
You can configure discovery rules to tailor the discovery of host and application data to your needs.
The Firepower System can use data from NetFlow exporters to generate connection and discovery events, and to add host and
application data to the network map.
A network analysis policy governs how traffic is decoded and preprocessed so it can be further evaluated, especially for anomalous



traffic that might signal an intrusion attempt -> Answer D is not correct.

NEW QUESTION # 530 
An email administrator is setting up a new Cisco ESA. The administrator wants to enable the blocking of
greymail for the end user. Which feature must the administrator enable first?

A. IP Reputation Filtering
B. Intelligent Multi-Scan
C. Anti-Virus Filtering
D. File Analysis

Answer: B

NEW QUESTION # 531
......
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