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F5 BIG-IP Administration Support and Troubleshooting Sample Questions
(Q10-Q15):

NEW QUESTION # 10

A BIG-IP Administrator configured the following virtual server to pass traffic on all addresses and ports.

After configuration is completed, the BIG-IP Admmistrator notices that the virtual server is unable to pass traffic.
Itm virtual forwarding_any vs {

destination 0.0.0.0:any

ip-forward
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mask 255.255.255.255
profiles {

fastl4 {}

}

serverssl-use-sni disabled
source 0.0.0.0/0
translate-address disabled
translate-port disabled

‘Which part of the configuration is the cause of the issue? (Choose one answer)

¢ A Incorrect destination configured
¢ B. Incorrect translate-address configured
e C. Incorrect mask 255.255.255.255

Answer: C

Explanation:

This virtual server is intended to function as aforwarding (IP-forwarding) virtual server, which is commonly used for routing or
firewall-style deployments where BIG-IP forwards traffic transparently without load balancing or address translation. For a
forwarding virtual server to match and passall traffic, the destination must be configured as 0.0.0.0:anywith a mask of 0.0.0.0, not
255.255.255.255.

The configured mask 255.255.255.255 represents a/32 host mask, which restricts the virtual server to matching traffic destined only
for the exact IP address 0.0.0.0. Since 0.0.0.0 is not a valid routable destination for normal traffic, no packets will ever match the
virtual server, causing it to pass no traffic at all.

This is a well-documented BIG-IP behavior:

* destmnation 0.0.0.0:any

* mask 0.0.0.0

together define acatch-all forwarding virtual server.

The destination itself (Option A) is correct for a forwarding VS, and disabling address translation (Option C) is expected and
required for [P-forwarding mode. Therefore, the incorrect subnet mask is the sole reason the virtual server is not fimctioning as
expected.

NEW QUESTION # 11
Without decrypting, what portion of an HTTPS session is visible with a packet capture? (Choose one answer)

A. Cookies

B. HTTP Response Headers
C. HTTP Request Headers
D. Source IP Address

Answer: D

Explanation:

In an HTTPS session, the application-layer payload-including HTTP request headers, response headers, cookies, and body
content-is encrypted using SSI/TLS. Without decrypting the traffic (for example, without SSL offloading on BIG-IP or access to
the private keys), a packet capture cannot reveal any HTTP-level details.

However, network-layer and transport-layer information remains visible, even when encryption is used. This includes source and
destination IP addresses, source and destination ports, TCP flags, sequence numbers, and TLS handshake metadata. Therefore, the
source IP address (Option B) is visible in a packet capture of HTTPS traffic without decryption.

Options A, C, and D are incorrect because HTTP headers and cookies are part of the encrypted payload once HTTPS is
established. BIG-IP troubleshooting documentation emphasizes this distinction when analyzing encrypted traffic flows using tcpdunmp,
as administrators must rely on IP, port, and timing information unless SSL inspection or decryption is configured.

NEW QUESTION # 12
In the BIG-IP Configuration Utility, a user requests a single screen view to determine the status of all Virtual Servers and associated
pool members, as well as any iRules in use. Where should the BIG-IP Administrator instruct the user to find this view?32

e A Statistics



e B. Local Traffic > Monitors
e C. Local Traffic > Virtual Servers
¢ D. Local Traffic > Network Map

Answer: D

Explanation:

Comprehensive and Detailed Explanation From BIG-IP A41dministration Support and Troubleshooting documents: To confirm
functionality across a complex environment, the "Network Map" is the most efficient troubleshooting tool in the Configuration
Utility43. It provides a hierarchical, visual representation of the traffic management objects44. A single glance allows the
administrator to see the status of a Virtual Server (Green/Red/Yellow), the status of its associated pool, the health of individual pool
members, and which iRules are currently attached45. This view is superior to the standard "Virtual Server List" for troubleshooting
because it maps the dependencies between objects46. For exanple, ifa Virtual Server is "Red," the Network Map will show if that
status is inherited froma failed pool or a specific monitor failing on a pool member. Reviewing these basic stats in the Network Map
helps the administrator quickly isolate whether a failure is at the service level (Virtual Server), the logic level (iRule), or the hardware
level (Pool Member).

NEW QUESTION # 13

A BIG-IP Admimnistrator receives reports fromusers that SSL connections to the BIG-IP device are failing. Upon checking the log
files, the administrator notices: SSL transaction (TPS) rate limit reached. stats show a maximum of 1200 client-side SSL TPS and
800 server-side SSL TPS. What is the minimum SSL license limit required to handle this peak?

A0
B. 1
C.2
D.3

Answer: D

Explanation:

Troubleshooting failed SSL handshakes involves interpreting the resource limits defined by the system's license8888. The log
message SSL transaction (TPS) rate limit reached indicates the BIG-IP is dropping SSL connections because it has exceeded its
licensed "Transactions Per Second" capacity. When analyzing stats to determine the correct license level, the administrator must
focus on "Client-side" SSL TPS. This represents the initial encrypted handshakes between users and the BIG-IP virtual servers91.
In this scenario, the peak client-side demand is 1200 TPS. While the 800 server-side transactions represent re-encryption toward
the backend, F5's primary SSL TPS license limits typically apply to the client-facing side of the traffic flow. Therefore, to resolve the
intermittent connectivity issues and ensure the virtual server works reliably during peaks, the license must be upgraded to at least
1200 TPS949596969696. 9798 Confirming this peak via statistics and comparing it to the current license is a standard
troubleshooting step for SSL performance issues.

NEW QUESTION # 14
A BIG-IP Administrator makes a configuration change to a Virtual Server on the Standby device of an HA pair. The HA pair is
currently configured with Auto-Sync Enabled. What effect will the change have on the HA pair configuration?

A. The change will be undone when Auto-Sync propagates the config to the HA pair.

B. The change will take effect when Auto-Sync propagates the config to the HA patir.

C. The change will be undone next time a configuration change is made on the Active device.

D. The change will be propagated next time a configuration change is made on the Active device.

Answer: B

Explanation:

Understanding High Availability (HA) synchronization behavior is critical for maintaining a stable environment. In a device group
where "Auto-Sync" is enabled, the BIG-IP system monitors the management plane for any configuration updates across all
members. While best practices often suggest making changes on the "Active" device, TMOS allows changes on any device within
the group. When a change is made on the

"Standby" device, the system detects a configuration mismatch and, because Auto-Sync is enabled, it automatically pushes those
changes to the other devices in the sync group, including the current Active member. To troubleshoot if this is working correctly, the
administrator should review the "Sync Status” stats in the Configuration Utility. If the changes do not propagate, it suggests9 a



breakdown i1 On the HA trust relationship or network connectivity issues on the faillover VLAN. Proper interpretation of this
scenario confirs that the HA functionality is operating correctly, ensuring that both devices have a consistent set of virtual servers
and pools, which is vital f1 1or seamless failover.

NEW QUESTION # 15
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