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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q140-Q145):
NEW QUESTION # 140 
A Cortex XSOAR customer wants to ingest emails from a single mailbox. The mailbox brings in reported phishing emails and email
requests from human resources (HR) to onboard new users. The customer wants to run two separate workflows from this mailbox,
one for phishing and one for onboarding.
What will allow Cortex XSOAR to accomplish this in the most efficient way?

A. Use machine learning (ML) to determine incident type.
B. Create a playbook to process and determine incident type based on content of the email.
C. Create two instances of the email integration and classify one instance as ingesting incidents of type phishing and the other
as ingesting incidents of type onboarding.
D. Use an incident classifier based on a field in each type of email to classify those containing "Phish Alert" in the subject as
phishing and those containing "Onboard Request" as onboarding.

Answer: D

Explanation:
Reference: https://xsoar.pan.dev/docs/reference/packs/email-communication

NEW QUESTION # 141 
Which two areas of Cortex XDR are used for threat hunting activities? (Choose two.)

A. host insights module
B. indicators of compromise (IOC) rules
C. query builder
D. live terminal

Answer: A,C

Explanation:
Reference: https://www.paloaltonetworks.com/cortex/managed-threat-hunting

NEW QUESTION # 142 
In Cortex XDR Prevent, which three matching criteria can be used to dynamically group endpoints? (Choose three.)

A. quarantine status
B. Domain/workgroup membership
C. attack threat intelligence tag
D. OS
E. hostname

Answer: A,D,E

NEW QUESTION # 143 
The customer has indicated they need EDR data collection capabilities, which Cortex XDR license is required?

A. Cortex XDR Pro per TB
B. Cortex XDR Pro Per Endpoint
C. Cortex XDR Endpoint
D. Cortex XDR Prevent

Answer: B

Explanation:
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/cortex-xdr-overview/cortex-xdr- licenses/migrate-your-



cortex-xdr-license

NEW QUESTION # 144 
In the DBotScore context field, which context key would differentiate between multiple entries for the same indicator in a multi-TIP
environment?

A. Vendor
B. Type
C. Brand
D. Using

Answer: A

NEW QUESTION # 145
......
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