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B #68
Which two statements about an auxiliary session ate true? (Choose two.)

¢ A. With the auxiliary session setting enabled. Iwo sessions are created in case of routing change.

e B. With the auxiliary session setting enabled. ECMP traffic is accelerated to the NP6 processor.

e C. With the auxiliary session selling disabled, only auxiliary sessions are offloaded.

¢ D. With the auxiliary session setting disabled, for each traffic path. FortiGate uses the same auxiliary session.

EfE: A. B

R :

Auxiliary sessions in Fortinet are designed to support ECMP (Equal Cost Multi-Path) and SD-WAN scenarios, allowing sessions to
be handled efficiently when traffic needs to be dynamically distributed across mutiple links. With the auxiliary session setting enabled,
FortiGate creates additional session table entries for each possible path in ECMP or SD-WAN-meaning that if the routing path
changes (such as a link failover), a new session can be immediately activated and offloaded to the NP6 network processor for
acceleration, ensuring minimal disruption. This greatly benefits high-throughput deployments.

Official documentation specifies that when auxiliary sessions are enabled, FortiGate doesn't just rely on dynamically creating new
sessions after a routing event, it proactively creates sessions for all potential paths.

This means that in the event of a route change, two sessions exist and the traffic is quickly re-routed and offloaded, maximizing
performance and reliability. Without this feature, multiple paths cannot be efficiently offloaded, and routing changes trigger a single
session update, reducing failover performance.

References:

FortiOS Handbook: Session Table, ECMP, SD-WAN, and Auxiliary Sessions

FortiGate NP6 Acceleration Guide: Auxiliary Session Behavior

R #69
Refer to the exhibit, which shows the output o! the BGP database.
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Which two statements are correct? (Choose two.)

A. The output shows all prefixes advertised by all neighbors as well as the local router.

B. The advertised prefix of 10.20.30.0/24 was configured using the network command.

C. The first four prefixes are being advertised using a legacy route advertisement.

D. The advertised prefix of 10.20.30.0/24 is being advertised through the redistribution of another routing protocol.

EfE: AL B

A -

* For Option A:In Fortinet BGP (and standard BGP), when a prefix is displayed with an """ (lowercase 1) in the Path column, it
represents an internal prefix that originated from the local router, typically configured via the BGP "network" command. In the
exhibit, the prefix 10.20.30.0/24 is listed with a Path value of'i, indicating it was injected into BGP by the local router using the
network statement, not via redistribution from another routing protocol. The same logic applies to i as documented: "Origin code '
means the route was injected via the network command."

* For Option D:The get router info bgp network output is a summary table displaying both local and received BGP routes. It lists all
known routes to the BGP process, whether received from peers or originated locally. The exhibit shows all BGP prefixes known to
the local router, matching the official admin guide's description of this command's output.

* Explanation for B and C:

* The phrase "legacy route advertisement" is not formalized in BGP documentation or Fortinet's admin guide; the output uses
standard BGP mechanics.

* If a route was redistributed into BGP from another routing protocol, the Path field would display a "?" (question mark) for
incomplete (redistributed) origin. Here the /24 route has 'i" so it is NOT a redistribution.

References:

FortiOS Administration Guide: BGP Configuration and Route Table Interpretation Official BGP Command Reference: Show BGP
Network, Path Codes, Route Orignation Indicators

B #70

Policy route output |

.
The output of a policy route table entry is shown.
Which type of policy route does the output show?

A. An SD-WAN rule

B. A regular policy route, which is associated with an active static route in the FIB

C. AnISDB route

D. A regular policy route, which is not associated with an active static route in the FIB



EfE: A

A -

To determine the type of policy route, we must interpret the specific flags and fields visible in the diagnose firewall proute list (or
similar kernel table) output provided in the exhibit

* Identify Key Indicators:

* The most critical field in the output is vwl_service=1(test123).

* Tt also lists vwl mbr_seq=1 5.

* Decode the Termnology:

* ywl: This stands for Virtual WAN Link. In FortiOS, "Virtual WAN Link" is the legacy internal name for the SD-WAN feature.
Even in newer firmware versions (7.x), the kernel and CLI debugs often still refer to SD-WAN objects as vwl.

* ywl_service: This specifically refers to an SD-WAN Rule (also known as an SD-WAN Service).

The name (test123) is the name given to that specific SD-WAN rule by the administrator.

* Evaluate the Options:

* A & D (Regular Policy Route): Standard policy routes (configured under config router policy) do not carry the vwl_service tag,
They are typically identified by simple gateway or interface instructions without the SD-WAN service abstraction.

* B (ISDB Route): While SD-WAN rules can use the Internet Service Database (ISDB) as a destination, the structure of the route
entry shown here-specifically defined by a vwl_service ID-classifies it fndamentally as an SD-WAN rule, regardless of the
destination object.

* C (An SD-WAN rule): The presence of vwl service and vwl mbr seq (SD-WAN member sequence) definitively identifies this
entry as a rule generated by the SD-WAN subsystem

Conclusion: The output shows a route controlled by the SD-WAN engine (vwl), confirming it is an SD-WAN rule.

Reference:

FortiGate Security 7.6 Study Guide (SD-WAN): "In the kernel routing table and debugs, SD-WAN rules are often referenced as
wwl (Virtual WAN Link) services. The vwl_service field indicates the specific SD- WAN rule ID and name."

2 #T71
Exhibit.

Refer to the exhibit, which shows a partial output of diagnose hardware aysinfo memory.
Which two statements about the output are true? (Choose two.)

A. The value indicated next to the nactive heading represents the currently unused cache page.
B. The /O cache, which has 641364 kB of memory allocated to it.

C. The user space has 708880 kB of physical memory that is not used by the system

D. There are 98908 kB of memory that will never be used.

EfE: AL C

AR :

The partial output from diagnose hardware sysinfo memory provides details on system RAM allocation.

According to Fortinet's technical documentation for memory troubleshooting and Linux memory management (which FortiOS is
based on):

* MemFree is the portion of physical memory not currently allocated to any running process or kernel finction. Thus, 708880 kB is
available and can be immediately used by user-space programs or system operations.

* Inactive refers to pages in the memory cache that were previously in use for I/O or file system buffering but are now not actively
referenced. These pages are retained in memory for quick access if needed again, but can be reclaimed for other memory operations
if demand increases. The value 98908 kB here represents currently unused cache pages (inactive pages), ready for repurposing or
deletion if the system requires more RAM.

* Cached represents the total amount of system memory allocated to cache, which includes both active and inactive cache pages. It
does not, by itself, represent I/O cache exclusively, nor does "iactive" mean memory "will never be used" as the kernel can re-
purpose inactive pages on demand.

References:

Fortinet Technical Tip: Explaining the 'diagnose hard sysinfo memory' command FortiOS System Administration Guide: Linux



Memory Reporting, Cached and Inactive Statistics

B #72
Refer to the exhibit.

Debug output
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AnIPsec VPN tunnel is dropping, as shown by the debug output.
Analyzing the debug output, what could be causing the tunnel to go down?

A. The tunnel drops during rekey negotiation.

B. Dead Peer Detection is not receiving its acknowledge packet.
C. Phase 2 drops but Phase 1 is up.

D. The tunnel drops after the timer expires.
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