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Which BEST describes the role of model cards in Al solutions?

¢ A. They document training data and Al model use cases
¢ B. They help developers create synthetic data

¢ C. They visualize Al model performance

¢ D. They automatically fine-tune Al models

Ef#: A
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AAISM explains that model cards provide structured documentation about Al models, including:
* mtended use cases

* training data characteristics

* ethical considerations

* known limitations

* risk factors

* performance benchmarks

They are not visualization tools (A), do not create synthetic data (C), and do not tune models (D).
References: AAISM Study Guide - Al Transparency & Model Cards.

HM #13
An organization deploying an LLM is concermed mnput manipulations could compromise security. What is the MOST effective way
to determine an acceptable risk threshold?

e A Restrict all inputs containing special characters

¢ B. Assess the business impact of known threats

¢ C. Deploy real-time logging and monitoring

e D. Implement a static threshold limiting LIM outputs

iIFf@#: B
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AAISM instructs that acceptable risk thresholds must be determined using business impact analysis. This aligns with the broader
enterprise risk management principle of defining tolerances based on:

* potential harm

* regulatory exposure

* financial impact

* operational disruption

Monttoring (A) detects attacks but does not set thresholds. Blocking special characters (B) is unrealistic and overly restrictive. Static
thresholds (D) ignore business context and practicality.

References: AAISM Study Guide - Al Risk Appetite and Threshold Determination.

H #14
An organization plans to implement a new Al system. Which of the following is the MOST important factor in determining the level
of risk monitoring activities required?

A. The organization's risk appetite

B. The organization's number of Al systemusers
C. The organization's compensating controls

D. The organization's risk tolerance

IEf@E: D
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AAISM risk management guidance clarifies that the organization's risk tolerance is the most important factor in determining how
much monitoring is needed. Risk tolerance specifies the amount of risk the organization is willing to accept and defines the threshold
for triggering monitoring or mitigation activities. Risk appetite is broader and strategic, while tolerance sets the operational limits. The
number of users may influence scale, and compensating controls may affect resilience, but neither dictates monitoring intensity as
directly as risk tolerance.



References:
AAISM Study Guide - Al Risk Management (Risk Appetite vs. Tolerance)
ISACA Al Security Management - Monitoring Based on Risk Tolerance

HE #15
An organization is deploying a large language model (LLM) and is concerned that input manipulations may compromise its integrity.
Which of'the following is the MOST effective way to determine an acceptable risk threshold?

A. Deploy a real-time logging and monitoring system

B. Implement a static risk threshold by limiting LLM outputs
C. Assess the business impact of known threats

D. Restrict all user inputs containing special characters

Ef#: C
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AAISM requires that risk thresholds/tolerances be set by aligning threat likelihood and impact with the organization's business
context and risk appetite. Determining "acceptable" risk starts with assessing business impact of credible threats (e.g., prompt
injection leading to data exfiltration, policy evasion, or harmful actions), then translating this into control intensity and thresholds.
Hard mput restrictions (A) and static output caps (C) are blunt measures that may degrade utility without ensuring alignment to risk
appetite.

Monttoring (B) is essential for detection, but it does not, by itself, define what level of risk is acceptable.

References: Al Security Management (AAISM) Body of Knowledge - Risk Appetite and Tolerance for Al; Threat Modeling for
LLMs; Business Impact Analysis and Risk Acceptance Criteria.

HM #16
Which of the following is the MOST effective action an organization can take to address data security risk when using generative Al
features in an application?

e A Establish guidelines and best practices with third parties for intellectual property ownership
¢ B. Establish policies and awareness training for acceptable use of Al

¢ C. Rely on the Al provider's independent third-party audit reports for assurance

¢ D. Require opt-out provisions for data usage in service agreements

IEf#: D
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AAISM directs organizations to manage third-party Al risks through contractual and technical controls that explicitly govern data
use, retention, training/fine-tuning, isolation, and deletion. The most effective data- security action when consuming generative Al
features is to require enforceable opt-out provisions that prohibit the provider from using the organization's data for training or
secondary purposes and that mandate retention limits and secure deletion. Third-party audit reports (A) provide assurance but do
not guarantee provider behavior for your specific data; awareness policies (B) are necessary but insufficient to control external
processing; IP ownership guidelines (D) address legal rights, not data-security risk.

References: Al Security Management (AAISM) Body of Knowledge - Third-Party/Procurement Controls; Data Use & Retention
Clauses; Training/Fine-tuning Opt-Out; Secure Deletion and Purpose Limitation.
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