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Proofpoint PPANO1 A& Z:

F=A Y/

= 1 ¢ Containment, Eradication, and Recovery: Covers grouping threat patterns, assigning urgency, performing
T remediation, verifying actions, handling false positives, and updating rules, workflows, and blocklists.

¢ Detection and Analysis: Teaches using detection tools, analyzing logs, monitoring alerts, prioritizing threats,

FH 2 escalating incidents, and identifying threats like spam, malware, phishing, and BEC.

e Post-Incident Activity: Focuses on preparing incident reports, analyzing trends, presenting findings, and

FH 3 recommending preventive measures for future incidents.
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¢ Incident Response Foundations: Covers Proofpoint Threat Protection components, the Incident Response
M 4 Life Cycle, and incident responder responsibilities per NIST SP800-61 12.

o The Preparation Phase: Focuses on building security infrastructure, defining responder roles, procedures,
=™ 5 run books, event log investigation, escalation paths, and analyst tools.
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Z| &l Threat Protection Analyst PPAN01 &2 MEE Al (Q35-Q40):

HE #35
An analyst wants to use the Threats page in TAP Dashboard to review all messages related to a phishing campaign that contain an
attachment. What is the correct method to filter these messages?

A. Use the threat filter to set the category, grouping, and type.

B. Type campaign: phishing & type: attachment into the search bar.
C. Open the Impacted tab to display users exposed to a threat.

D. Select the Highlighted tab to review Notable Techniques.

HE: A

MH.

The TAP Threats page is designed for investigation by applying structured filters that constrain the dataset by threat category (e.g,,
phishing), grouping (e.g., campaigns), and threat type (e.g., attachment vs URL). Using the threat filter controls (A) is the most
reliable, repeatable method because it leverages the dashboard's native taxonomy and ensures you are viewing only messages that
meet both conditions: campaign association and attachment presence. The Impacted tab (B) is user-impact oriented and does not
mherently filter to

"phishing campaign + attachment"; it is used after threats are identified to see interactions. The Highlighted tab (D) is focused on
notable techniques and analyst-marked iters rather than campaign scoping. While the search bar can be useful for pivots, the most
"documented workflow" approach for consistent IR triage is applying the built-in threat filters, which also supports sharing consistent
views across analysts and generating stable results for incident notes and reporting, This is aligned with Proofpoint IR operational
practice: filter # pivot into details # scope recipients # take remediation actions.

EE #36
Which filter category in the TAP Dashboard helps identify threats targeting VIPs or specific geographies?

A. At Risk

B. Highlighted
C. Targeted
D. Impacted

.l

o
m

: C

Y.

The "Targeted" category (B) is used to surface threats that show targeting characteristics-commonly including VIP-focused
campaigps, department/role targeting, and sometimes geography-linked targeting indicators depending on available telemetry and
configuration. In Proofpoint triage, "At Risk" and

"Impacted" are exposure/interaction oriented (who received, who interacted/clicked), while "Highlighted" typically flags notable
techniques or analyst-marked itens (e.g., suspicious/mteresting, false positive indicators, notable patterns). "Targeted" is the fastest


https://www.dumptop.com/Proofpoint/PPAN01-dump.html
https://kr.fast2test.com/PPAN01-premium-file.html

way for analysts to focus on high-consequence threats because VIPs and specific geographies often correlate with executive
impersonation, wire-fraud pretexting, supplier fraud, or regionally themed campaigns. Operationally, this filter supports a risk-based
IR queue:

targeted threats are escalated earlier, scoped wider (adjacent executives/assistants, finance users, supplier comms), and handled with
more aggressive containment (blocking infrastructure, retroactive pulls, identity checks). It also supports proactive defense: targeted
patterns can trigger tighter policies for high-risk cohorts (VIP protections, stricter URL access, enhanced bannering, and stricter
authentication handling).

HE #37
Exhibit:

Irvobve rment

What can be determined by the threat information shown in the exhibit?

A. The VIP user clicked on the non-rewritten URL in the threat message.

B. More than 150 messages containing this threat were unclicked or were deleted.
C. Five messages containing this threat were pulled from mailboxes after delivery.
D. The URLs related to the threat were rewritten after the threat was discovered.

HE: A

Y.

The exhibit's threat detail indicates that a VIP user clicked and that the click occurred on a non-rewritten URL (D). This
determination is significant in Proofpoint IR because non-rewritten clicks can bypass URL Defense' s time-of-click protections and
logging, reducing both prevention and visibility. It often happens when a user accesses the link outside the protected path (e.g,,
copymng/pasting the URL into a browser, using a client/app that didn't preserve rewriting, or receiving the URL through a channel
where rewriting wasn't applied). For responders, this elevates urgency: the VIP user should be prioritized for compromise
assessment (credential reset, token/session revocation, MFA verification, mailbox rule/forwarding review, suspicious login checks)
because the protective block page may not have been enforced. It also drives containment improvements:

ensure URL Defense rewriting is applied broadly (body links), verify supported clients and configurations, and consider additional
controls such as isolation or stricter policies for VIP cohorts. The other options (A-C) require explicit remediation or message-count
indicators that are not definitively implied by the "VIP clicked non-rewritten URL" exhibit signal.

HE #38
What action does Proofpont Collab Protection take when a malicious URL is detected?



A. Encrypts the browser session.

B. Automatically deletes the URL from the system
C. Redirects the browser to a block page.

D. Sends an alert to the user's manager.

.|

02
m

: C

Y.

Proofpoint Collab Protection extends threat controls into collaboration channels (e.g,, links shared in chat

/collaboration platforns). When a malicious URL is detected, the immediate containment objective is to prevent a user from reaching
the destination. The standard enforcement action is to redirect the user to a block page (D), analogous to URL Defense time-of-
click blocking in email. This prevents credential harvesting and drive-by compromise while providing clear user feedback that the link
was identified as unsafe. Froman IR containment perspective, a block-page redirect also creates consistent telemetry: analysts can
correlate attempted access events, identify which users attempted to follow the link, and scope the spread of the malicious content
across channels (who posted it, who received it, who clicked). Unlike "deleting the URL from the system," which is not realistic in
distributed collaboration content, the block-page model is an enforceable control that works at access time. In recovery, responders
still validate whether any users accessed the URL outside protected paths and then apply additional mitigations (IOC blocking, user
notification, and account checks if the link was credential-phishing).

AR #39
A college student receives the email shown in the exhibit.

Validate Email Account Inbox x

HelpDesk <jdoe@connect.ust.hk>

iome =

This is to notify all Students, Staffs of University that we are_ yalidating active accounts.
Kindly confirm that your account is still.in us@by ¢lieking the validation link below:

Validate Email Account

Sincerely

IT Help Desk
Office of Information Technology

The University

What type of attack is being performed?

A. Display Name Spoofing
B. Domain Hijacking

C. Reply-To Spoofing

D. Lookalike Domain

HE: A

Y.

This is a classic phishing lure (""Validate Email Account") where the attacker ains to create trust by presenting a familiar-looking
sender identity to the recipient. In many real phishing waves, attackers manipulate what the user visually trusts first: the fiiendly name
(display name) shown by mail clients.

"Display Name Spoofing" is specifically when the attacker sets the From display name to something authoritative (e.g, "HelpDesk",



"IT Support", "University Admin') while the underlying sender address may not be an approved helpdesk identity, or may be a
compromised mailbox that is not actually the IT department. Proofpoint IR review commonly verifies this by comparing; (1) the
displayed name, (2) the RFC5322.From address, and (3) authentication results (SPF/DKIM/DMARC) plus "Header From vs
Envelope From' alignment. Lookalike domain focuses on deceptive domains (e.g., great-cOmpany.com) rather than the visible name;
Reply-To spoofing requires a mismatched Reply-To field, which is not the primary indicator shown in the exhibit. For response,
analysts prioritize user notification, link detonation/URL Defense verdicts, and retroactive search-and-pull (TRAP/CTR) if delivered.
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