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(Q22-Q27):
NEW QUESTION # 22 
What is one way a noneypot can be used to launch a man-in-the-middle (MITM) attack to wireless clients?

A. it runs an NMap scan on the wireless client to And the clients MAC and IP address. The hacker then connects to another
network and spoofs those addresses.
B. it examines wireless clients' probes and broadcasts the SSlDs in the probes, so that wireless clients will connect to it
automatically.
C. it uses ARP poisoning to disconnect wireless clients from the legitimate wireless network and force clients to connect to the
hacker's wireless network instead.
D. it uses a combination or software and hardware to jam the RF band and prevent the client from connecting to any wireless
networks

Answer: B

Explanation:
A honeypot can be used to launch a Man-in-the-Middle (MITM) attack on wireless clients by examining wireless clients' probe
requests and then broadcasting the SSIDs in those probes. Clients with those SSIDs in their preferred network list may then
automatically connect to the honeypot, believing it to be a legitimate network. Once the client is connected to the attacker's
honeypot, the attacker can intercept, monitor, or manipulate the client's traffic, effectively executing a MITM attack.

NEW QUESTION # 23 
What does the NIST model for digital forensics define?

A. which data encryption and authentication algorithms are suitable for enterprise networks in a world that is moving toward
quantum computing
B. how to define access control policies that will properly protect a company's most sensitive data and digital resources
C. which types of architecture and security policies are best equipped to help companies establish a Zero Trust Network
(ZTN)
D. how to properly collect, examine, and analyze logs and other data, in order to use it as evidence in a security investigation

Answer: D

Explanation:
The National Institute of Standards and Technology (NIST) provides guidelines on digital forensics, which include methodologies for
properly collecting, examining, and analyzing digital evidence. This framework helps ensure that digital evidence is handled in a
manner that preserves its integrity and maintains its admissibility in legal proceedings:
Digital Forensics Process: This process involves steps to ensure that data collected from digital sources can be used reliably in
investigations and court cases, addressing chain-of-custody issues, proper evidence handling, and detailed documentation of forensic
procedures.

NEW QUESTION # 24 
How should admins deal with vulnerabilities that they find in their systems?

A. They should notify the security team as soon as possible that the network has already been breached.
B. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it.
C. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE).
D. They should classify the vulnerability as malware. a DoS attack or a phishing attack.

Answer: B

NEW QUESTION # 25 
A company has an ArubaOS controller-based solution with a WPA3-Enterprise WLAN. which authenticates wireless clients to
Aruba ClearPass Policy Manager (CPPM). The company has decided to use digital certificates for authentication A user's Windows
domain computer has had certificates installed on it However, the Networks and Connections window shows that authentication has
tailed for the user. The Mobility Controllers (MC's) RADIUS events show that it is receiving Access-Rejects for the authentication



attempt.
What is one place that you can you look for deeper insight into why this authentication attempt is failing?

A. the Alerts tab in the authentication record in CPPM Access Tracker
B. the RADIUS events within the CPPM Event Viewer
C. the packets captured on the MC control plane destined to UDP 1812
D. the reports generated by Aruba ClearPass Insight

Answer: B

Explanation:
When an authentication attempt for a user's Windows domain computer is failing on a WPA3-Enterprise WLAN and the Mobility
Controller is receiving Access-Rejects, one place to look for deeper insight is the RADIUS events within the CPPM Event Viewer.
ClearPass Policy Manager (CPPM) logs all RADIUS authentication events, and the Event Viewer would show detailed information
about why a particular authentication attempt was rejected. This could include reasons such as incorrect credentials, expired
certificates, or policy mismatches. The CPPM Event Viewer is an essential troubleshooting tool within ClearPass to diagnose
authentication issues, as indicated in the ClearPass Policy Manager documentation.

NEW QUESTION # 26 
You need to implement a WPA3-Enterprise network that can also support WPA2-Enterprise clients. What is a valid configuration
for the WPA3-Enterprise WLAN?

A. CNSA mode enabled with 256-bit keys
B. CNSA mode disabled with 256-bit keys
C. CNSA mode enabled with 128-bit keys
D. CNSA mode disabled with 128-bit keys

Answer: B

Explanation:
In an Aruba network, when setting up a WPA3-Enterprise network that also supports WPA2-Enterprise clients, you would typically
configure the network to operate in a transitional mode that supports both protocols. CNSA (Commercial National Security
Algorithm) mode is intended for networks that require higher security standards as specified by the US National Security Agency
(NSA). However, for compatibility with WPA2 clients, which do not support CNSA requirements, you would disable CNSA
mode. WPA3 can use 256-bit encryption keys, which offer a higher level of security than the 128-bit keys used in WPA2.

NEW QUESTION # 27
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