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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q70-Q75):
NEW QUESTION # 70 
Given: ABC Company secures their network with WPA2-Personal authentication and AES-CCMP encryption.
What part of the 802.11 frame is always protected from eavesdroppers by this type of security?

A. All PPDU contents
B. All MPDU contents
C. All PSDU contents
D. All MSDU contents

Answer: D

Explanation:
In WPA2-Personal with AES-CCMP:
The MSDU (MAC Service Data Unit), which includes the payload from Layer 3 and above, is encrypted.
This protects the actual application data (e.g., web content, email).
Frame headers (MAC headers) are not encrypted.
Incorrect:
B). MPDU includes MAC headers, which are not encrypted.
C). PPDU includes preamble and physical-layer components, which are never encrypted.
D). PSDU includes the MAC header and frame body; again, headers are not encrypted.
References:
CWSP-208 Study Guide, Chapter 3 (Frame Protection)
IEEE 802.11 Frame Structure Guide

NEW QUESTION # 71 
Given: You support a coffee shop and have recently installed a free 802.11ac wireless hot-spot for the benefit of your customers.
You want to minimize legal risk in the event that the hot-spot is used for illegal Internet activity.
What option specifies the best approach to minimize legal risk at this public hot-spot while maintaining an open venue for customer
Internet access?

A. Require client STAs to have updated firewall and antivirus software
B. Use a WIPS to monitor all traffic and deauthenticate malicious stations
C. Implement a captive portal with an acceptable use disclaimer
D. Allow only trusted patrons to use the WLAN
E. Configure WPA2-Enterprise security on the access point
F. Block TCP port 25 and 80 outbound on the Internet router

Answer: C

Explanation:
In public hotspots like coffee shops, the best way to reduce legal risk is to require users to acknowledge an Acceptable Use Policy
(AUP) via a captive portal before granting network access. This approach:
Provides a legally binding acknowledgment that users agree not to misuse or engage in criminal activity Maintains an open venue
while limiting liability Other options, like using WPA2-Enterprise or blocking ports, are either impractical for public use or ineffective
at reducing underlying legal exposure.

NEW QUESTION # 72 
What wireless security protocol provides mutual authentication without using an X.509 certificate?

A. PEAPv0/EAP-MSCHAPv2
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B. EAP-MD5
C. PEAPv1/EAP-GTC
D. EAP-TLS
E. EAP-FAST
F. EAP-TTLS

Answer: E

Explanation:
EAP-FAST (Flexible Authentication via Secure Tunneling) provides:
Mutual authentication using Protected Access Credentials (PACs).
Does not require X.509 certificates for either client or server (although optional for servers).
Is faster and easier to deploy in environments lacking a PKI.
Incorrect:
B). EAP-MD5 provides no mutual authentication.
C). EAP-TLS requires client and server certificates.
D). PEAPv0/EAP-MSCHAPv2 requires a server certificate.
E). EAP-TTLS requires a server certificate.
F). PEAPv1/EAP-GTC still requires a server certificate.
References:
CWSP-208 Study Guide, Chapter 4 (EAP Method Comparisons)
Cisco EAP-FAST Whitepaper
Wi-Fi Alliance EAP Interoperability Matrix

NEW QUESTION # 73 
What preventative measures are performed by a WIPS against intrusions?

A. EAPoL Reject frame flood against a rogue AP
B. Evil twin attack against a rogue AP
C. Uses SNMP to disable the switch port to which rogue APs connect
D. ASLEAP attack against a rogue AP
E. Deauthentication attack against a classified neighbor AP

Answer: C

Explanation:
Wireless Intrusion Prevention Systems (WIPS) can proactively respond to detected threats using various techniques. One such
preventative measure is integration with the wired infrastructure to mitigate rogue APs by disabling the switch port they are
connected to. This is typically done through SNMP or other switch management interfaces.
This form of wired-side containment is more secure and compliant than wireless-side attacks (e.g., deauthentication), which can
violate regulations in some jurisdictions.
References:
CWSP-208 Study Guide, Chapter 7 - WIPS Architecture and Countermeasures CWNP CWSP-208 Exam Objectives: "WIPS
Prevention and Containment Techniques"

NEW QUESTION # 74 
Which one of the following describes the correct hierarchy of 802.1X authentication key derivation?

A. If passphrase-based client authentication is used by the EAP type, the PMK is mapped directly from the user's
passphrase. The PMK is then used during the 4-way handshake to create data encryption keys.
B. After successful EAP authentication, the RADIUS server generates a PMK. A separate key, the MSK, is derived from
the AAA key and is hashed with the PMK to create the PTK and GTK.
C. The MSK is generated from the 802.1X/EAP authentication. The PMK is derived from the MSK. The PTK is derived
from the PMK, and the keys used for actual data encryption are a part of the PTK.
D. The PMK is generated from a successful mutual EAP authentication. When mutual authentication is not used, an MSK is
created. Either of these two keys may be used to derive the temporal data encryption keys during the 4-way handshake.

Answer: C



Explanation:
In 802.1X/EAP authentication:
The EAP method (e.g., EAP-TLS, PEAP) results in the generation of a Master Session Key (MSK).
The Pairwise Master Key (PMK) is derived from the MSK.
The Pairwise Transient Key (PTK) is derived from the PMK using nonces and MAC addresses during the 4- Way Handshake.
The PTK includes the actual keys used for data encryption.
Incorrect:
B). This applies to WPA/WPA2-Personal, not 802.1X/EAP.
C). The RADIUS server sends the MSK, not the PMK directly.
D). The MSK is always derived during EAP authentication, mutual or not.
References:
CWSP-208 Study Guide, Chapter 3 (Key Hierarchy)
IEEE 802.11i Specification

NEW QUESTION # 75
......
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