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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q154-Q159):

NEW QUESTION # 154

An engineer is defining a new Cisco AVC profile with different rules for HR and VIP users. Both user types connect to a single
SSID and authenticate by using their Active Directory credentials via a Cisco ISE. The engineer wants to apply the AVC profile
dynamically to the user types.

Which Cisco AV pair attribute must be applied to the Cisco ISE?

A. avc-profile-name
B. policy-role-avc
C. policy-avc-role
D. role-name-ave

Answer: A
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Explanation:

To apply an AVC profile dynamically based on user identity from Cisco ISE, the correct Cisco AV pair attribute is ave-profile-
name. This attribute instructs the WLC to assign the specified AVC profile to the authenticated client session, enabling differentiated
policies for HR and VIP users while they connect through the same SSID.

NEW QUESTION # 155

An engineer deploys APs in autonomous mode to provide corporate and guest access in several retail locations. Remote
authentication with IEEE 802.1X is configured to ensure a secure wireless connection for corporate users. Which component must
be configured as the authenticator?

A. RADIUS server

B. supplicant

C. APs

D. authentication server

Answer: C

NEW QUESTION # 156

An engineer has implemented 802.1x authentication on the wireless network utilizing the internal database of a RADIUS server.
Some clients reported that they are unable to connect. After troubleshooting, it is found that PEAP authentication is failing. A debug
showed the server is sending an Access-Reject message. Which action must be taken to resolve authentication?

A. Update the client certificate to match the user account.

B. Use the user password that is configured on the server.

C. Replace the client certificates from the CA with the server certificate.
D. Disable the server certificate to be validated on the client.

Answer: D

Explanation:
https//www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_troubleshooting, html

NEW QUESTION # 157
An engineer set up a local authenticated Cisco FlexConnect AP with a guest LAN. Guests report not being able to authenticate.
Which configuration must be changed on the WLAN for guests to be able to authenticate?

A. backup RADIUS server
B. central authentication

C. AAA override

D. RADIUS NAC

Answer: B

NEW QUESTION # 158
‘When configuring a Cisco WLC, which CLI command adds a VLAN with VLAN ID of 30 to a FlexConnect group named
BranchA-FCG?

A. config flexconnect BranchA-FCG vian add 30
B. config flexconnect group BranchA-FCG vian 30 add
C. contig flexconnect group BranchA-FCG vlan add 30
D. config flexconnect BranchA-FCG vian 30 add

Answer: C

Explanation:
https//www.cisco.comv/c/en/us/td/docs/wireless/controller/8-5/config-



guide/b_cg85/flexconnect groups.html

NEW QUESTION # 159
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