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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q35-Q40):
NEW QUESTION # 35 
What are the two responsibilities of a Google Cloud customer in terms of security? (Choose two.)

A. The Google Cloud customer is responsible for securing cloud storage infrastructure.
B. The Google Cloud customer is responsible for securing operating systems and applications.
C. The Google Cloud customer is responsible for securing the computing resources.
D. The Google Cloud customer is responsible for securing network traffic.

Answer: B,D

Explanation:
Customers manage security for their data, applications, operating systems, and network configurations, while Google secures the
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underlying cloud infrastructure.

NEW QUESTION # 36 
You are tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving from outside the VPC and
that forwards traffic to the organization's internal web servers.
Which load balancer type should you deploy?

A. External application load balancer
B. Internal passthrough load balancer
C. External passthrough load balancer
D. Proxy network load balancer

Answer: C

Explanation:
An external passthrough load balancer forwards traffic without terminating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.

NEW QUESTION # 37 
An organization has decided to deploy an active-active high-availability cluster in Google Cloud.
Which three load balancing features are critical to the successful deployment of the cluster? (Choose three.)

A. The health check used by the internal and the external passthrough network load balancer
B. The symmetric hashing of the internal passthrough network load balancer
C. The session termination of the external passthrough network load balancer
D. The L3_DEFAULT protocol in the forwarding rule of the internal passthrough network load balancer
E. The forwarding rule for the internal passthrough network load balancer as the next hot for custom routes

Answer: A,B,E

Explanation:
Health checks ensure load balancers route traffic only to healthy cluster members.
Forwarding rules act as next hops in routing, directing traffic appropriately within the HA cluster.
Symmetric hashing ensures consistent and balanced traffic distribution across cluster members, critical for active-active deployments.

NEW QUESTION # 38 
An administrator has been tasked with modifying their organization's existing active-passive high-availability (HA) FortiGate cluster
and turn it into an active-active HA cluster.
Which two behavior changes will the administrator see in the cluster after the change? (Choose two.)

A. The configuration will no longer be synchronized between cluster members.
B. There is no longer a need to reserve a dedicated port for HA communications.
C. The cluster no longer act as a single logical instance.
D. The sessions will no longer be synchronized between cluster members.

Answer: B,C

Explanation:
Active-active HA does not require a dedicated HA communication port as each member handles traffic independently.
In active-active mode, cluster members operate more independently and do not present as a single logical device like in active-
passive mode.

NEW QUESTION # 39 
Refer to the exhibit.



An administrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.
One VM is a FortiGate located in the subnet "wan" that is part of the VPC "e-commerce". The other VM is a Windows server
located in subnet "servers", which is also in the "e-commerce" VPC.
What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. The Windows firewall is blocking the traffic.
B. Add a Google Cloud firewall rule to allow ICMP traffic inbound to the Windows firewall VM.
C. ICMP traffic is blocked between Google Cloud subnets by default.
D. The default Google Cloud firewall policy does not allow this traffic.

Answer: A,B

Explanation:
Google Cloud firewall rules are stateful and, by default, do not allow ICMP traffic; you must explicitly allow ICMP inbound traffic to
the Windows VM.
The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

NEW QUESTION # 40
......
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