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RedHat EX280 Exam Syllabus Topics:

Section Weight Objectives
- Query, filter and modify resource attributes

e 1. Use labels, selectors and annotations
e 2. Import/export and configure manifests

o . o
Topic 1: Work with Kubernetes Resources 25% Manage configuration data

e 1. Create and use ConfigMaps
e 2. Create and use Secrets
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- Configure identity providers
e 1. Set up HTPasswd and other providers
Topic 2: Manage Authentication and Authorization 15% - Manage users, groups and permissions

¢ 1. Assignroles and adjust access rights
e 2. Create/delete users and modify passwords

- Expose services externally

e 1. Create and manage routes

o . o
Topic 3: Configure Networking and Access 15% « 2. Control ingress and network policies

- Troubleshoot software-defined networking
- Work with container images

e 1. Locate, identify and examine images
e 2. Manage image streans and registries

Topic 4: Manage OpenShift Container Platform  20% - Manage and configure clusters via web console and CLI

e 1. Create and delete projects
e 2. Monitor events, alerts and logs
e 3. Examine cluster status and resources

- Deploy applications from nuiltiple sources

e 1. Use Kustomize and overlays
e 2. Use YAML manifests, templates and Helm charts

e - 0
Topic 5: Deploy and Manage Applications 25% Manage application liccycles
e 1. Update and rollback deployments
e 2. Manage replica sets and scaling
>> Latest EX280 Test Prep <<

Three Best RedHat EX280 Exam Dumps Formats - Pass Exam With Ease

Several advantages we now offer for your reference. On the one hand, our EX280 learning questions engage our working staff in
understanding customers’ diverse and evolving expectations and incorporate that understanding into our strategies, thus you can
100% trust our EX280 Exam Engine. On the other hand, the professional EX280 study materials determine the high pass rate.
According to the research statistics, we can confidently tell that 99% candidates have passed the EX280 exam.

RedHat Red Hat Certified Specialist in OpenShift Administration exam
Sample Questions (Q20-Q25):

NEW QUESTION # 20

Configure an identity provider

Configure your OpenShift cluster to use an HTPasswd identity provider with the following requirements:

The name of the identity provider is: ex280-htpasswd The name of the secret is: ex280-idp-secret The user account
armstrong=indionce The user account collins=veraster The user account aldrin=roonkere The user account jobs=sestiver The user
account wozniak=glegunge

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
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Solution:

$ sudo yum install httpd-tools -y

$ htpasswd -c -B -b htpasswd-file-upload armstrong indionce
$ htpasswd -B -b htpasswd-file collins veraster

$ htpasswd -B -b htpasswd-file aldrin roonkere

$ htpasswd -B -b htpasswd-file jobs sestiver

$ htpasswd -B -b htpasswd-file wozniak glegunge

$ oc create secret generic ex280-idp-secret --from-file
htpasswd=htpasswd-file -n openshift-config

$ oc get oauth/cluster -0 yaml > oauth.yaml

$ vim oauth.yaml

$

esc-- > type 'set paste -- > enter -- > insert -- > then paste the content for correct indent pasting spec:
identityProviders:

- name: ex280-htpasswd mappingMethod: claim type: HTPasswd htpasswd:

fileData:

name: ex280-idp-secret

$ oc replace -foauth.yaml

$ oc login -u armstrong -p indionce

$ oc login -u collins -p veraster

$ oc login -u aldrin roonkere

$ oc login -u jobs sestiver

$ oc login -u wozniak -p glegunge

#This below part of operation is completely optional and done just for handy login purpose
§ alias kube="oc login -u kubeadmin -p $ {kube pass} ${api url}"
$ alias _armstrong="oc login -u armstrong -p $ {armstrong}
${api_url}"

$ alias _collins="oc login -u collins -p ${collins} ${api wurl}"

$ alias _aldrin="oc login -u aldrin -p ${aldrin} ${api url}"

$ alias _jobs="oc login -u jobs -p ${jobs} ${api wurl}"

$ alias wozniak="oc login -u wozniak -p ${wozniak} ${api url}"
$ armstrong;_armstrong;_collins; aldrin; jobs; wozniak;

NEW QUESTION # 21

Create Service Account n QED

Task information Details:

Switch to project qed .

Create service account projectl-sa .

Grant the anyuid SCC to that service account.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

* Switch to the project:

oc project ged

* Create the service account:

oc create serviceaccount projectl-sa -n qed

* Grant the SCC:

oc adm policy add-scc-to-user anyuid -z project1-sa -n qed

* Verify:

oc get sa projectl-sa -n qed

oc adm policy who-can use scc anyuid

Why this matters:

* anyuid allows containers to run with arbitrary user IDs when an application requires it.
* This is a common administrative task in OpenShift for third-party container images.
This task validates service account creation and SCC assignment.



NEW QUESTION # 22

Create Resource Quota for Project Rocky

Task information Details:

Use project rocky and create a quota named rocky-quota with limits for CPU, memory, pods, services, replication controllers, and
secrets.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

* Ensure the project exists and switch to it:

oc new-project rocky

oc project rocky

* Create the quota:

oc create quota rocky-quota \

--hard=limits.cpu=2, limits. memory=1Gi,pods=3,services=6,replicationcontrollers=6,secrets=6

* Verify:

oc get resourcequota -n rocky

oc describe quota rocky-quota -n rocky

Notes:

* The lab text uses cpu=2,memory=1G and secret=06; in real OpenShift usage, the more reliable forns are limits.cpu, limits.memory,
and secrets.

* [fthe exam specifically expects the exact resource names shown in the lab environment, use what the cluster accepts.
This task checks quota enforcement and namespace resource governance.

NEW QUESTION # 23

Configure cluster permissions

Configure your OpenShift cluster to meet the following requirements: The user account jobs can perform cluster administration tasks
The user account wozniak can create projects The user account wozniak cannot perform cluster administration tasks The user
account arnstrong cannot create projects The user account kubeadmin is not present

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

$ oc adm policy add-cluster-role-to-user cluster-admin jobs

$ oc adm policy remove-cluster-role-from-group self-provisioner
systemauthenticated:oauth

$ oc adm policy add-cluster-role-to-user self-provisioner wozniak
$ oc delete secret kubeadmin -n kube-system

NEW QUESTION # 24

Autoscale of Pods

Task information Details:

Create an HPA for httpd with min=2 , max=9 , and CPU target 60% .

Set resource requests on the httpd deployment so autoscaling can function properly.

Answer:

Explanation:

See the solution below in Explanation.
Explanation:

Solution:



* Set resource requests on the deployment:

oc set resources deployment hitpd --requests=cpu=50mmemory=100Mi
* Create the HPA:

oc autoscale deployment httpd --min=2 --max=9 --cpu-percent=60

* Verify:

oc get hpa

oc describe hpa httpd

oc get deployment httpd -o yaml

Why resource requests matter:

* HPA CPU utilization is calculated against requested CPU.

* Without requests, percentage-based autoscaling is incomplete or invalid.
This task focuses on autoscaling prerequisites and policy creation.

NEW QUESTION # 25

Considering all customers’ sincere requirements, EX280 test question persist in the principle of “Quality First and Clients Supreme”
all along and promise to our candidates with plenty of high-quality products, considerate after-sale services as well as progressive
management ideas. To be out of the ordinary and seek an ideal life, we must master an extra skill to get high scores and win the
match in the workplace. Our EX280 Exam Question can help make your dream come true. What’s more, you can have a visit of
our website that provides you more detailed information about the EX280 guide torrent.
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