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EC-COUNCIL 312-49v11 Exam Syllabus Topics:

Topic

Details

Topic 1

IoT Forensics: This domain addresses IoT device investigation including architecture, OWASP IoT threats,
forensic processes, wearable and smart device analysis, hardware-level techniques (JTAG, chip-off), and
drone data extraction.

Topic 2

Defeating Anti-Forensics Techniques: This domain teaches methods to overcome evidence hiding
techniques including data recovery, file carving, partition recovery, password cracking, steganography
detection, encryption handling, and program unpacking,

Topic 3

Investigating Web Attacks: This domain covers web application forensics including IIS and Apache log
analysis, OWASP Top 10 risks, and investigation of attacks like XSS, SQL injection, path traversal,
command injection, and brute-force attempts.

Topic 4

Understanding Hard Disks and File Systens: This domain covers storage media characteristics, disk logical
structures, operating system boot processes (Windows, Linux, macOS), file systems analysis, encoding
standards, and examination of common file formats.

Topic 5

Linux and Mac Forensics: This domain addresses forensic methodologies for Linux and macOS systens
including data collection, memory forensics, log analysis, APFS examination, and platformspecific
mvestigation tools.

Topic 6

Windows Forensics: This domain covers Windows-specific investigation techniques including volatile and
non-volatile data collection, memory and registry analysis, web browser forensics, metadata examination,
and analysis of Windows artifacts like ShellBags, LNK files, and event logs.

Topic 7

Malware Forensics: This domain addresses malware mnvestigation including controlled lab setup, static
analysis, system and network behavior analysis, suspicious document examination, and ransonmware
mvestigation techniques.
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¢ Dark Web Forensics: This domain addresses dark web investigation focusing on Tor browser artifact
Topic 8 identification, memory dump analysis, and extracting evidence of dark web activities.

¢ Mobile Forensics: This domain covers Android and iOS forensics including device architecture, forensics
processes, cellular data investigation, file system acquisition, lock bypassing, rooting

Topic 9
op e jailbreaking, and mobile application analysis.
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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-vl11) Sample
Questions (Q372-Q377):

NEW QUESTION # 372

Smith, as a part his forensic nvestigation assignment, seized a mobile device. He was asked to recover the Subscriber Identity
Module (SIM card) data in the mobile device. Smith found that the SIM was protected by a Personal Identification Number (PIN)
code, but he was also aware that people generally leave the PIN numbers to the defaults or use easily guessable numbers such as
1234. He made three unsuccessful attempts, which blocked the SIM card. What can Jason do in this scenario to reset the PIN and
access SIM data?

A. He can attempt PIN guesses after 24 hours

B. Use system and hardware tools to gain access

C. He should contact the network operator for a Temporary Unlock Code (TUK)
D. He should contact the network operator for Personal Unlock Number (PUK)

Answer: D

NEW QUESTION # 373
‘When marking evidence that has been collected with the "aaa/ddmmyy/nnnn/zz" format, what does the "nnnn" denote?

A. The initials of the forensics analyst

B. The sequential number of the exhibits seized by the analyst
C. The year he evidence was taken

D. The sequence number for the parts of the same exhibit

Answer: B

NEW QUESTION # 374
In Windows Security Event Log, what does an event id of 530 imply?

A. Logon Failure - Unknown user name or bad password

B. Logon Failure - Account currently disabled

C. Logon Failure - User not allowed to logon at this computer
D. Logon Failure - Account logon time restriction violation

Answer: D
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NEW QUESTION # 375

You are a leading forensic investigator at a global cybersecurity firm. Recently, you were assigned to a critical case involving the
compromise of a vast network infrastructure. After days of exhaustive examination, you discover a peculiar piece of code on a
server, which your initial analysis reveals as a novel type of malware. The malware has a low detection rate across multiple anti-virus
platforns, making it a sophisticated threat. You need to set up a controlled environment to assess the malware ' s behavior, without
putting your network at risk. Which approach should you adopt?

e A Setup a dedicated network segment, disconnect it from the main network, and use a traffic monitoring tool to assess the
malware ' s behavior.

¢ B. Use the infected server as a honey pot to attract other threat actors and analyze their behavior.

¢ (. Connect the infected server to a public network for better bandwidth during analysis.

¢ D. Analyze the malware on a live system within the company ' s main network.

Answer: A

Explanation:

Option C is the best answer because malware analysis should be performed in a controlled and isolated environment that prevents
the sample from escaping, spreading, or communicating freely with production systens. In CHFI malware forensics, investigators are
expected to understand the importance of a malware analysis lab , including sandboxing, network isolation, and controlled
monitoring of system and traffic behavior.

A dedicated isolated network segment allows the examiner to watch how the malware behaves while keeping the main corporate
network protected. Using a traffic monitoring tool within that isolated environment helps reveal command-and-control attempts,
download behavior, beaconing, DNS lookups, or other suspicious actions. This is the safest and most informative approach.

The other options are dangerous or nappropriate. Connecting the infected server to a public network increases risk. Running the
malware inside the main network is unsafe. Turning the infected server into a honeypot is not a sound first response for this scenario.
Therefore, the correct CHFI-aligned answer is to use an isolated analysis environment with monitored traffic .

NEW QUESTION # 376

During a network security audit, an mvestigator is tasked with assessing the security of nearby wireless networks. The investigator
needs to gather real-time information about nearby wireless access points (APs) and display this data using diagnostic views and
charts. The tool should allow them to visualize details such as signal strength, AP names, and other relevant characteristics of the
networks in the area. Which of the following tools would be most appropriate for this task?

A. NetSurveyor
B. hashcat

C. Netcraft

D. John the Ripper

Answer: A

Explanation:

According to the CHFI v11 objectives underNetwork ForensicsandWireless Network Security, investigators must be able
todiscover, analyze, and visualize wireless network activitywhen assessing potential threats such as rogue access points, weak
encryption, or signal leakage beyond controlled premises.

NetSurveyoris a specialized wireless network discovery and diagnostic tool designed precisely for this purpose.

NetSurveyor passively detects nearby wireless access points and displays real-time information such asSSID (AP name), signal
strength, channel usage, encryption type, and MAC addresses. One of its key strengths-explicitly aligned with CHFI training-is its
ability to present this data usinggraphical charts and diagnostic views, making it easier for investigators to identify abnormal signal
patterns, unauthorized APs, or overlapping channels that may indicate security weaknesses or malicious activity.

The other options are not suitable for wireless network assessment.John the Ripperandhashcatare password- cracking tools used in
credential analysis, not network visualization. Netcraftis primarily used for website and server footprinting, not real-time wireless
network monitoring,

The CHFI Exam Blueprint v4 emphasizesinvestigating wireless network traftic, detecting rogue access points, and performing attack
and vulnerability monitoring, all of which require tools like NetSurveyor.

Therefore, NetSurveyor is the most appropriate and examaligned tool for this scenario

NEW QUESTION # 377
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