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What type of secunty Iraining i specifically designed lo educale amployees aboul
attack techniques? - Angwer- caplura the lag

Linda's organization recently experienced a social engineering attack. The attacker
calted a help desk empéoyes and persuaded her that she was a project manager on g
tight deadiine and locked oul of her account. The help desk technlcian provided the
altacker with access o the account. What social engineering principle was used? -
Answer- urgency

What type of phishing attack focuses specifically on senkr executives of B tangeled
organizalion? - Answer- whaling

Which ona of the following data sanilization strategies & mosl secura? - Answar-
destruction

Data classifications should be essigned based upon: - Answer- sensitivity and criticality

If Alice wanis to send a message lo Bob using symmetric cryplography, what kay doas
she use o encrypl the messaga? - Answer- shared secrel key

What are the hash lenglhs from the SHA-2 function? - Answer- 224, 256 and 512 bits

What operation wses a cryplographic key {0 converl plaintaxt inlo ciphedaxt? - Answer-
ancryption

What are the characteristics of cloud computing? - Answer- ublquilous, on-damand,
convenient

Purchasing server instances and configuring them o run your cwn software is an
example of what doud deployment modal? - Angzwer- Infrastructure as a Servce ([zaS)

What lype of agreement is used to define availability requirements lor an IT senace that
an ceganization is purchasing from a vendor? - Answer- Service Lavel Agresmant (SLA)

Which clowd deployment model exclusively uses dedicated cloud resources for a
customer? - Answer- privale cloud

‘Wendors extend your organization’s technology environment. If they handle data on your

behalf, you should expect they execute the same degree of care that you would in your
owm operations. - Answer- e
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Trend Micro Certified Professional for Deep Security Sample Questions
(Q51-Q56):

NEW QUESTION # 51
Based on the Malware Scan Configuration displayed in the exhibit, which of the following statements is false.

¢ A. Deep Security Agents will only be able to identify malware in files by using patterns downloaded from the Smart Protection
Network.

¢ B. Any document files that display suspicious behavior will be submitted and executed in a sandbox environment on a Deep
Discover Analyzer device.

e C. Deep Security Agents using this Malware Scan Configuration will not monitor for compromised Windows processes.

e D. Internet access is required to properly enable the features identified in this configuration.

Answer: A

Explanation:

The configuration shown enables Predictive Machine Learning, Process Memory Scan, Document Exploit Protection, and other
advanced technologies beyond just pattern-based detection. This means Deep Security Agents will use more than just patterns
downloaded from the Smart Protection Network to detect malware.

Reference:

Trend Micro Deep Security Administrator's Guide, Malware Scan Configuration Section

NEW QUESTION # 52
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?

A. Intrusion Prevention
B. Firewall

C. Application Control
D. Integrity Monitoring

Answer: A

Explanation:

The event shows a "Reason' that references a specific rule (1000847 - OpenLDAP LDAP Server BIND Request DoS), an
"Action” of "Reset," and the event origin as "Agent." This format is specific to the Intrusion Prevention module, which detects and
responds to network exploits using assigned rules and provides detailed event logs including signature ID, action taken, and protocol
information. The other modules do not use signature IDs or these response actions.

Reference:

Trend Micro Deep Security Administrator's Guide, Intrusion Prevention Events Section

NEW QUESTION # 53
Which of the following statements is true regarding software inventories used as part of the Application Control Protection Module?

e A, When an admmnistrator allows software that would be otherwise blocked by the En-forcement Mode, it isn't added to the
nventory of approved software. Instead, it is added to that computer's white list.

e B. An administrator can view the list of allowed of software in the inventory from the De-tails tab for each individual
Computer.

e (. Anadministrator can share the inventory of allowed software with other computers protected by Deep Security Agents, by
copying the inventory database file (ac.db) from the source computer.

e D. Disable the Application Control Protection Module when installing software upgrades, otherwise, the new software will be
prevented from installing.
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Answer: A

NEW QUESTION # 54
How does Smart Scan vary from conventional pattern-based anti-malware scanning?

¢ A. Smart Scan improves the capture rate for malware scanning by sending features of suspicious files to a cloud-based server
where the features are compared to known malware samples.

e B. Smart Scan identifies files to be scanned based on the content of the file, not the extension.

e C. Smart Scan is performed in real time, where conventional scanning must be triggered manually, or run on a schedule.

e D. Smart Scan shifts much of the malware scanning functionality to an external Smart Protection Server.

Answer: D

Explanation:

Smart Scan offloads much of the malware scanning workload to a dedicated external Smart Protection Server (can be Trend Micro-
hosted or on-premise), rather than performing all scanning and pattern lookups locally.

The endpoint performs a lightweight initial scan and then queries the Smart Protection Server for advanced analysis, improving
performance and reducing pattern update frequency on endpoints.

From the official documentation:

"With Smart Scan, the agent sends file or process attributes to a Smart Protection Server, which then perforns the pattern matching
and returns the result. This allows agents to use a smaller local pattern file and offloads the majority of scanning to the Smart
Protection infrastructure." Option B is correct.

Option A is misleading; although file features are checked externally, the main difference is offloading, not capture rate.

Option C is incorrect; both methods can scan in real-time.

Option D describes IntelliScan, not Smart Scan.

References:

Trend Micro Deep Security Help: Smart Scan

Trend Micro Smart Protection Server Administrator's Guide

NEW QUESTION # 55
Which of'the following statements is true regarding Intrusion Prevention protection?

A. Intrusion Prevention protection can drop malicious packets but cannot reset the con-nection.

B. Intrusion Prevention protection only works i conjunction with the Anti-Malware Pro-tection Module.

C. Intrusion Prevention protection can drop or reset a connection.

D. Intrusion Prevention protection can only work on computers where a Deep Security Agent is installed; agentless protection
is not supported.

Answer: C

NEW QUESTION # 56
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time to prove yourself perfectly and efficiently. With tens of thousands of our customers proved that, if you study with our Deep-
Security- Professional Exam Questions for twenty to thirty hours, then you will be more confident and capable to pass the Deep-
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