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Review the following configuration:

config router setting

set ip-forward enable

What are two routing behaviors that you can expect on FortiWeb after this configuration change? (Choose two.)

A. Non-HTTP traffic routed through the FortiWeb is allowed.

B. IPv6 routing is enabled.

C. Only ICMP traffic is allowed. All other traffic is dropped.

D. Non-HTTP traffic destined to the FortiWeb virtual server IP address is dropped.

Answer: A,D

Explanation:

FortiWeb is primarily designed to handle HTTP and HTTPS traffic, protecting web applications from various threats. By default,
when operating in reverse proxy mode, FortiWeb does not forward non-HTTP/HTTPS protocols to protected servers. However,
administrators can configure FortiWeb to handle non-HTTP/HTTPS traffic differently using the config router setting command. This
command allows enabling [P-based forwarding (routing) for non-HTTP/HTTPS traffic. When enabled, FortiWeb can route non-
HTTP traffic through itself to the appropriate backend servers.

Despite this capability, any non-HTTP/HTTPS traffic that is destined directly for a FortiWeb virtual server IP address is dropped.
This means that while FortiWeb can be configured to forward non-HTTP/HTTPS traffic to backend servers, it will not process non-
HTTP/HTTPS traffic targeted at its own virtual server IPs.

Regarding IPv6 routing, FortiWeb does support IPv6 in various operation modes, including reverse proxy, offline inspection, and
transparent inspection. However, enabling IPv6 routing requires specific configurations and is not automatically enabled by defauilt.

NEW QUESTION # 51
What is the purpose of configuring server pools in FortiWeb?

A. Blocking malicious IPs

B. Load balancing traffic

C. Managing user authentication
D. Monitoring system health

Answer: B

NEW QUESTION # 52
Refer to the exhibit.



Protected Web
Al R Servers

A FortiWeb device is deployed upstream of a device performing source network address translation (SNAT) or load balancing,
‘What configuration must you perform on FortiWeb to preserve the original [P address of the client?

A. Enable and configure the Add X-Forwarded-For setting.
B. Enable and configure the Preserve Client IP setting.

C. Turn ot NAT on the FortiWeb.

D. Use a transparent operating mode on FortiWeb.

Answer: B

Explanation:

‘When FortiWeb is deployed upstream of a device performing source network address translation (SNAT) or load balancing, the
original client IP address may be lost. To preserve the original client IP address, you must enable and configure the Preserve Client
IP setting on FortiWeb. This allows FortiWeb to retain and pass the client's original IP address to the backend servers for accurate

logging and processing.

NEW QUESTION # 53
You are deploying FortiWeb 5.6.0 in an Amazon Web Services cloud.

. LunLLYy SySLew sellliys
! set opmode transparent

} set gateway 10.0.0.1

RSN FLIRTINET
} config system!interface

» set portl

! set ip 10.0.0.5

} set allowaccess https ssh ping
an_cﬁ 2 lines of this initial setup via CLI are incorrect? (Choose two.)

A.0
B. 1
C.2
D.3

Answer: A,B



NEW QUESTION # 54
What is one of the key benefits of the FortiGuard IP reputation feature?

A. It maintains a list of public IPs with a bad reputation for participating in attacks.

B. It provides a document of TP addresses that are suspect, so that administrators can manually update their blacklists.
C. It is updated once per year.

D. It maintains a list of private IP addresses.

Answer: A

NEW QUESTION # 55
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