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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q35-Q40):
NEW QUESTION # 35 
When logged into thebash shellof a BIG-IP system, which of the following commands will display the management-ip address?
(Choose two.)

A. list / sys management-ip
B. tmsh list /sys management-ip
C. ifconfig mgmt
D. show mgmt ip
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Answer: B,C

Explanation:
When logged into thebash shellof a BIG-IP system, there are two valid ways to view themanagement-ip address:
A). tmsh list /sys management-ip
* Even from the bash shell, the administrator can enter a tmsh command by typing:
* tmsh list /sys management-ip
* This displays:
* Management IP address
* Netmask
* Any configured management routes
* This is theofficial tmsh methodfor viewing the management-ip configuration.
C). ifconfig mgmt
* In the underlying Linux OS, the management interface maps to themgmtinterface.
* Running:
* ifconfig mgmt
displays:
* Assigned management IP
* Netmask
* Link-level status
* This is a valid Linux-level method used frequently for troubleshooting.
Why the other options are incorrect:
B). show mgmt ip
* Not a valid bash or tmsh command on BIG-IP.
D). list / sys management-ip
* Missing thetmshprefix.
* In bash, this will generate a syntax error.
* The correct form requires:
tmsh list /sys management-ip

NEW QUESTION # 36 
Which two items demonstrate the creation of a new volume for software images? (Choose two.)

A. Using the GUI, go to System > Disk Management, select New Volume. In the pop-up window, type the name or number
of the new volume and click Apply.
B. tmsh install sys software image /shared/images/BIGIP-<version>.iso volume HD1.5 create- volume
C. tmsh install /sys software image BIGIP-<version>.iso volume HD1.5 create-volume
D. Using the GUI, go to System > Software Management > Available Images > Install, and in the Install Software Image
pop-up window, type the new volume name or number and click Install.
E. tmsh install software image /shared/images/BIGIP-<version>.iso volume HD1.5 create-volume

Answer: A,E

Explanation:
In BIG-IP, software images are installed on boot volumes (for example, HD1.1, HD1.2, HD1.3, etc.).
To install software on a new volume, the administrator must instruct the system to create a new boot location before installation.
There are two correct ways to create a new volume:
A). tmsh command (with correct syntax)
tmsh install software image /shared/images/BIGIP-<version>.iso volume HD1.5 create-volume This syntax correctly includes:
install software image
full path to ISO (/shared/images/...)
volume name (HD1.5)
create-volume keyword
This instructs BIG-IP to create the new boot volume as part of the installation.
C). Using the GUI System > Disk Management
From the Disk Management menu, the administrator can:
Select "New Volume"
Enter the volume identifier (e.g., HD1.5)
Apply changes
This GUI method is officially supported and explicitly creates a new boot volume before installing the software.



NEW QUESTION # 37 
What will setting a Self IP to"Allow None"for Port Lockdown do?

A. Default allow port 1026 access between peer devices and traffic processing across the network failover.
B. Block HA communications, causing the systems to report their peer as online ready.
C. Block HA communications, causing the systems to report their peer as offline and go active-active.

Answer: C

Explanation:
ThePort Lockdownfeature controls which services a Self-IP will respond to.
Setting a Self-IP toAllow Nonemeans:
* The Self-IP will not acceptanytraffic except the very limited, hard-coded HA ports such asTCP 4353 used for device trust and
configuration sync.
* All other HA ports, including those needed for network failover and other HA mechanisms,are blocked.
When essential HA services cannot communicate, each device assumes its peer is down.
This results in:
* HA failover misbehavior
* Both devices thinking the other is offline
* Potentialactive-active condition, which is not intended and can cause traffic disruption Thus,Allow Nonecan break HA functionality
unless the Self-IP is not used for HA links.

NEW QUESTION # 38 
Which of the following is true about High Availability (HA) in BIG-IP?

A. In HA, one BIG-IP system is in active mode, and the other is in standby mode
B. HA setup ensures both systems actively share traffic
C. HA requires no additional configuration
D. HA is only used for SSL offloading

Answer: A

Explanation:
In a High Availability (HA) setup, one BIG-IP unit is actively serving traffic while the other is in standby mode, ready to take over in
case of a failure.

NEW QUESTION # 39 
The Port Lockdown feature prevents unwanted connection attempts to a Self IP. Which three types of connection attempts are
unaffected by Port Lockdown settings?

A. Defined virtual server traffic, Secure Shell (SSH), Centralized Management Infrastructure (CMI)
B. Defined virtual server traffic, Internet Control Message Protocol (ICMP), Centralized Management Infrastructure (CMI)
C. Centralized Management Infrastructure (CMI), Secure Shell (SSH), Internet Control Message Protocol (ICMP)

Answer: B

Explanation:
Port Lockdown controls which ports and protocols a Self IP will respond to.
However, certain traffic types bypass Port Lockdown for BIG-IP functionality and routing integrity.
The three types that are NOT affected by Port Lockdown are:
1. Defined Virtual Server Traffic
Traffic destined to a Self IP that matches a configured virtual server is always accepted by the BIG-IP, regardless of Port
Lockdown settings.
This ensures that traffic processing does not break when administrators restrict Self-IP ports.
2. ICMP (Internet Control Message Protocol)
ICMP (such as ping, traceroute responses, etc.) always passes through a Self IP even when Port Lockdown is set to:
Allow Default
Allow None



Allow Custom
F5 allows ICMP for reachability and diagnostic purposes independent of Port Lockdown rules.
3. Centralized Management Infrastructure (CMI)
CMI includes the internal HA services used for:
Device Trust
ConfigSync
Failover
Mirroring
These essential HA communications bypass Port Lockdown to prevent accidental cluster failure.
The well-known port for this traffic is TCP 4353, which is always permitted.

NEW QUESTION # 40
......
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