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PRI #205
Which is NOT a suitable action to apply to data when the retention period ends?

A. Aggregation.

B. Retagging,

C. De-identification.
D. Deletion. ID.

BEE: A

R RE #2006

SCENARIO

Carol was a U.S.-based glassmaker who sold her work at art festivals. She kept things simple by only accepting cash and personal
checks.

As business grew, Carol couldn't keep up with demand, and traveling to festivals became burdensome. Carol opened a small
boutique and hired Sam to run it while she worked in the studio. Sam was a natural salesperson, and business doubled. Carol told
Sam, '"T don't know what you are doing, but keep doing it!" But months later, the gift shop was in chaos. Carol realized that Sam
needed help so she hired Jane, who had business expertise and could handle the back-office tasks. Sam would continue to focus on
sales. Carol gave Jane a few weeks to get acquainted with the artisan craft business, and then scheduled a meeting for the three of
themto discuss Jane's first impressions.

At the meeting, Carol could not wait to hear Jane's thoughts, but she was unprepared for what Jane had to say. "Carol, I know that
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he doesn't realize it, but some of Sami's efforts to increase sales have put you in a vulnerable position. You are not protecting
customers' personal information like you should." Sam said, "l am protecting our information. I keep it in the safe with our bank
deposit. It's only a list of customers' names, addresses and phone numbers that I get from their checks before I deposit them. 1
contact them when you finish a piece that I think they would like. That's the only information I have! The only other thing I do is post
photos and information about your work on the photo sharing site that I use with family and friends. I provide my email address and
people send me their information if they want to see more of your work. Posting online really helps sales, Carol. In fact, the only
complaint [ hear is about having to come into the shop to make a purchase." Carol replied, "Jane, that doesn't sound so bad. Could
you just fix things and help us to post even more online?"

'I can," said Jane. "But it's not quite that simple. I need to set up a new program to make sure that we follow the best practices in
data management. And I am concerned for our customers. They should be able to manage how we use their personal information.
We also should develop a social media strategy." Sam and Jane worked hard during the following year. One of the decisions they
made was to contract with an outside vendor to manage online sales. At the end of the year, Carol shared some exciting news. "Sam
and Jane, you have done such a great job that one of the biggest names in the glass business wants to buy us out! And Jane, they
want to talk to you about merging all of our customer and vendor information with theirs beforehand." Which regulator has
Jjurisdiction over the shop's data management practices?

A. The Department of Comimerce.

B. The Federal Communications Commission.
C. The Federal Trade Commission.

D. The Data Protection Authority.

ZR: C

F 8 #207

SCENARIO

Please use the following to answer the next question:

Chuck, a compliance auditor for a consulting firm focusing on healthcare clients, was required to travel to the client's office to
performan onsite review of the client's operations. He rented a car from Finley Motors upon arrival at the airport as so he could
commutte to and from the client's office. The car rental agreement was electronically signed by Chuck and included his name,
address, driver's license, make/model of the car, billing rate, and additional details describing the rental transaction. On the second
night, Chuck was caught by a red light camera not stopping at an intersection on his way to dinner. Chuck returned the car back to
the car rental agency at the end week without mentioning the infraction and Finley Motors emailed a copy of the final receipt to the
address on file.

Local law enforcement later reviewed the red light camera footage. As Finley Motors is the registered owner of the car, a notice was
sent to them indicating the infraction and fine incurred. This notice included the license plate number, occurrence date and time, a
photograph of the driver, and a web portal link to a video clip of the violation for further review. Finley Motors, however, was not
responsible for the violation as they were not driving the car at the time and transferred the incident to AMP Payment Resources for
further review. AMP Payment Resources identified Chuck as the driver based on the rental agreement he signed when picking up
the car and then contacted Chuck directly through a written letter regarding the infraction to collect the fine.

After reviewing the incident through the AMP Payment Resources' web portal, Chuck paid the fine using his personal credit card.
Two weeks later, Finley Motors sent Chuck an email promotion offering 10% off a future rental.

‘What should Finley Motors have done to incorporate the transparency principle of Privacy by Design (PbD)?

A. Signed a data sharing agreement with AMP Payment Resources.

B. Provided notice of data sharing practices within the electronically signed rental agreement.
C. Obtained verbal consent from Chuck and recorded it within internal systerns.

D. Documented that Finley Motors has a legitimate interest to share Chuck's information.

Z%: B
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Privacy by Design (PbD) principles emphasize transparency, meaning that organizations should inform individuals about their data
processing practices. In this scenario, Finley Motors should have provided notice within the rental agreement about their data sharing
practices with third parties like AMP Payment Resources.

This transparency would ensure that Chuck was aware that his personal information could be shared for purposes such as managing
infractions. According to the IAPP, incorporating such notices in agreements is a best practice for maintaining transparency and
upholding data protection principles.

Reference:

IAPP Certification Textbooks, especially the sections on Privacy by Design and transparency principles.

"Privacy by Design: The 7 Foundational Principles," Information and Privacy Commissioner of Ontario, Canada.
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‘Which of'the following is considered a records management best practice?

A. Archiving expired data records and files.

B. Storing decryption keys with their associated backup systens.

C. Using classification to determine access rules and retention policy.
D. Implementing consistent handling practices across all record types.
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Explanation/Reference: https//www.archive-vault.co.uk/best-practice-for-records-management

=8 #209
An organization is using new technologies that will target and process personal data of EU customers. In which of the following
circumstances would a privacy technologist need to support a data protection impact assessment (DPIA)?

A. If security of data processing has not been evaluated

B. Ifa privacy notice and opt-m consent box are not displayed to the individual
C. If data processing is a high risk to an individual's rights and freedoms

D. Ifa large amount of personal data will be collected.

ZR: C
fRREREA

a privacy technologist would need to support a data protection impact assessment (DPIA) if data processing is a high risk to an
individual's rights and freedoms.
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