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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q41-Q46):
NEW QUESTION # 41 
An administrator is using SNMP and WMI credentials to discover a Windows device. How will the WMI method handle this?

A. WMI method will collect only traffic and IIS logs.
B. WMI method will collect only DNS logs.
C. WMI method will collect security, application, and system events logs.
D. WMI method will collect only DHCP logs.

Answer: A

Explanation:
* WMI Method: Windows Management Instrumentation (WMI) is a set of specifications from Microsoft for consolidating the
management of devices and applications in a network.
* Log Collection: WMI is used to collect various types of logs from Windows devices.
Security Logs: Contains records of security-related events such as login attempts and resource access.
Application Logs: Contains logs generated by applications running on the system.
System Logs: Contains logs related to the operating system and its components.
* Comprehensive Data Collection: By using WMI, FortiSIEM can gather a wide range of event logs that are crucial for monitoring
and analyzing the security and performance of Windows devices.
* Reference: FortiSIEM 6.3 User Guide, Data Collection Methods section, which details the use of WMI for collecting event logs
from Windows devices.

NEW QUESTION # 42 
How is a subpattern for a rule defined?

A. Filters, Aggregation, Time Window definitions
B. Filters, Aggregation, Group by definitions
C. Filters, Group By definitions, Threshold
D. Filters, Threshold, Time Window definitions

Answer: D

NEW QUESTION # 43 
What are the four possible incident status values?

A. Active, cleared, cleared manually, system cleared
B. Active, closed, manual, resolved
C. Active, dosed, cleared, open
D. Active, auto cleared, manual, false positive

Answer: C

Explanation:
Incident Status Values: Incident statuses in FortiSIEM help administrators track and manage the lifecycle of incidents from detection
to resolution.
Four Possible Status Values:
* Active: Indicates that the incident is currently ongoing and needs attention.
* Closed: Indicates that the incident has been resolved or addressed.
* Cleared: Indicates that the incident has been resolved automatically based on predefined conditions.
* Open: Indicates that the incident is acknowledged and under investigation but not yet resolved.
Usage: These statuses help in prioritizing and tracking incidents effectively, ensuring that all incidents are appropriately managed.
References: FortiSIEM 6.3 User Guide, Incident Management section, which details the different status values and their meanings.

NEW QUESTION # 44 
In FortiSIEM enterprise licensing mode, it the link between the collector and data center FortiSlEM cluster is down, what happens?



A. The collector continues performance collection of devices, but slops receiving syslog.
B. The collector drops incoming events like syslog. but stops performance collection.
C. The collector buffers events
D. The collector processes stop, and events ate dropped.

Answer: A

Explanation:
Enterprise Licensing Mode: In FortiSIEM enterprise licensing mode, collectors are deployed in remote sites to gather and forward
data to the central FortiSIEM cluster located in the data center.
Collector Functionality: Collectors are responsible for receiving logs, events (e.g., syslog), and performance metrics from devices.
Link Down Scenario: When the link between the collector and the FortiSIEM cluster is down, the collector needs a mechanism to
ensure no data is lost during the disconnection.
Event Buffering: The collector buffers the events locally until the connection is restored, ensuring that no incoming events are lost.
This buffered data is then forwarded to the FortiSIEM cluster once the link is re- established.
References: FortiSIEM 6.3 User Guide, Data Collection and Buffering section, explains the behavior of collectors during network
disruptions.

NEW QUESTION # 45 
What can you do with rules on FortiSIEM?

A. Only activate or de-activate multiple rules
B. Only change the severity of multiple rules
C. Change the severity of multiple rules, and activate or de-activate multiple rules
D. Only view, edit, and activate a single rule at one time

Answer: C

NEW QUESTION # 46
......
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