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o Admunistration: This section evaluates the ability of network and security analysts to configure
admunistrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user

FE1 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of

admunistrative privileges within FortiAnalyzer systemns.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
FEE devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting commumication issues.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

FrRE3 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
EN FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability
systerrs, and configuring RAID for storage.
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P RE #53
What is true about a FortiAnalyzer Fabric?

A. Supervisors support HA.

B. Members events can be raised from the supervisor.

C. The supervisor and members cannot be in different time zones
D. The members send their logs to the supervisor.

ZE: D

fE R A«

In a FortiAnalyzer Fabric, the FortiAnalyzer can recognize a Security Fabric group of devices, and it supports the Security Fabric by
storing and analyzing logs from these units as if they were froma single device. The members of the Security Fabric group send their
logs to the FortiAnalyzer, which acts as a supervisor for log storage and analysis, providing a centralized point of visibility and
control over the logs.

Reference: FortiAnalyzer 7.4.1 Administration Guide, "Security Fabric" section.

PR #54
In Log View, you can use the Chart Builder feature to build a dataset and chart based on the filtered search results.
Similarly, which feature you can use for FortiView?

A. Export to Custom Chart
B. Export to Chart Builder
C. Export to Report Chart
D. Export to PDF

ER: C

i RE R «

Reference: httpsy//community. fortinet.com/tS/FortiAnalyzer/Creating-a- Customreport-from-FortiView- Export-to-Report-Chart/ta-
p/190154?externall D=FD40483 Simillar to the Chart Builder feature in Log View, you can export a chart froma FortiView. The
chart export includes any filters you set on the FortiView. FortiAnalyzer 7.0 Study Guide-Online pag, 292.

& & #55
Refer to the exhibit.



FortiAnalyzerl¥ get system status

FortiAnalyzer3# get system status

Platform Type : FAZVMB4-KVM Platform Type : FAZVMB4-KVM

Platform Full Name : FortiAnalyzer-VM64-KVM Platform Full Name : FortiAnalyzer-VM64-KVM
Version :v7.2.1-build1215 220809 (GA) Version :v7.2.1-build1215 220809 (GA)
Serial Number : FAZ-VMO0000065040 Serial Number : FAZ-VMO0000065042

BIOS version : 04000002 BIOS version : 04000002

Hostname : FortiAnalyzerl Hostname : FortiAnalyzer3

Max Number of Admin Domains : 5 Max Number of Admin Domains : 5

Admin Domain Configuration  : Enabled Admin Domain Configuration  : Enabled

FIPS Mode : Disabled FIPS Mode : Disabled

HA Mode : Stand Alone HA Mode : Stand Alone

Branch Point : 1215 Branch Point : 1215

Release Version Information : GA Release Version Information : GA

Time Zone

: (GMT-8:00) Pacific Time (US & Canada)

Time Zone

: (GMT-8:00) Pacific Time (US & Canada)

Disk Usage : Free 43.60GB, Total 58.80GB Disk Usage . Fros 12,98GB, Total 79.80G8
File System : Ext4 File Sy="em : Extd4
License Status : Valid Licensa Status : Valid
FortiAnalyzerlH get system global FortiAnalyzer3# get system global
adom-mode : normal adom-mode : normal
adom-select : enable adom-select : enable
adom-status . enable adom-status : enable
console-output : standard console-output : standard
country-flag wnable country-flag : enable
enc-algorithm : high enc-algorithm : high
ha-member-auto-grouping : enable ha-member-auto-grouping : enable
hostname : FortiAnalyzer2 hosti : FortiAnalyzer3
log-checksum : mdS log-checksum : mdS
log-forward-cache-size -] log-forward-cache-size S
log-mode : analyzer log-mode : analyzer
longitude : (null) longitude : (null)
max-aggregation-tasks :0 max-aggregation-tasks :0
max-running-reports =1 max-running-reports : S
oftp-ssl-protocol stlsvl.2 oftp-ssi-protocol : tlsvl.2
ssl-low-encryption : disable ssl-low-encryption : disable
ssl-protocol stisvl.3 tlsvl.2 ssl-protocol :tlsvl.3 tlsvl.2

: 2000 task-li : 2000

:tlsvl.3 tisvl.2 webse proto BII_DEI tisvl.3 tisvl.2

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

ER: C

78 #56

‘Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate on FortiAnalyzer with any

A. FortiAnalyzer2 and FortiAnalyzer3
B. FortiAnalyzer] and FortiAnalyzer2
C. All devices listed can be members
D. FortiAnalyzerl and FortiAnalyzer3

user account in a single LDAP group? (Choose two.)

ER: AC
R B B :

A. An admmnistrator group

B. LDAP servers IP addresses added as trusted hosts
C. One or more remote LDAP servers

D. A local wildcard admmistrator account

To allow non-local administrators to authenticate on FortiAnalyzer with any user account in a single LDAP group, you must
configure one or more remote LDAP servers and an administrator group. First, you configure the LDAP server(s) by specifying the
server name, [P, and other details such as the Common Name Identifier and Distinguished Name. Then, you add the LDAP server
to a user group.

Finally, you create an admmnistrator account that uses this user group for authentication, allowing any user from the specified LDAP
group to authenticate.

Reference: FortiAnalyzer 7.2 Administrator Guide, "Configuring remote authentication for admmistrators using LDAP" section.



il RE #57
‘What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings?

A. The log file rolls over and is archived.

B. The log file is purged from the database.

C. The log file is stored as a raw log and is available for analytic support.
D. The log file is overwritten.

BER: A

R -

Reference:

81a4-00505692583a/FortiAnalyzer-6.0.5- Administration-Guide. pdf
https/docs.fortinet.conm/document/fortianalyzer/6.2.5/administration- guide/355632/log-browse
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