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systems and other critical infrastructure. By passing NSE7_OTS-7.2 exam, candidates will demonstrate their knowledge and skills in
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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q66-Q71):

NEW QUESTION # 66
Refer to the exhibits.
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Which statement about some of the generated report elements from FortiAnalyzer is true?

Answer: D

NEW QUESTION # 67
Refer to the exhibit.

A. FortiGate collects the logs and generates the report to FortiAnalyzer.
B. The file types confirm the infected applications on the PLCs.

C. This report is predefined and is not available for customization.

D. The report confirms Modbus and IEC 104 are the key applications crossing the network.
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The IPS profile is added on all of the security policies on FortiGate.
For an OT network, which statement of the IPS profile is true?

A. The listed IPS signatures are classified as SCADA equipment.

B. The IPS profile inspects only traffic originating from SCADA equipment.

C. FortiGate has no IPS industrial signature database enabled.

D. AILIPS signatures are overridden and must block traffic match signature patterns.

Answer: A

NEW QUESTION # 68
Refer to the exhibit.
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In order for a FortiGate device to act as router on a stick, what configuration must an OT network architect implement on FortiGate
to achieve inter- VLAN routing?

A. Set a unique forward domain on each interface on the network.

B. Set a software switch on FortiGate to handle inter- VLAN traffic.

C. Set FortiGate to operate in transparent mode.

D. Set a FortiGate interface with the switch to operate as an 802.1 q trunk.

Answer: D

NEW QUESTION # 69
‘Which two statements about FortiSIEM are true? (Choose two.)



A. FortiSIEM can receive data from certain devices in SQL format.

B. FortiSIEM cannot receive data froma Windows server without an agent.

C. FortiSIEM can receive data from any network device and application.

D. FortiSIEM can receive and collect data from network devices and applications.

Answer: B,.D

NEW QUESTION # 70

Refer to the exhibit. PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1)
connecting both PLC-3 and CLIENT. PLC-3 and CLIENT can send traffic to each other at the Layer 2 level.

‘What must the OT admin do to prevent Layer 2-level communication between PLC-3 and CLIENT?
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A. Enable explicit intra-switch policy to require firewall policies on FGT-2.

B. Implement policy routes on FGT-2 to control traffic between devices.

C. Set a unique forward domain for each interface of the software switch.

D. Create a VLAN for each device and replace the current FGT-2 software switch members.

Answer: C,D

NEW QUESTION # 71
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