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NEW QUESTION # 222 
A vulnerability management team found four major vulnerabilities during an assessment and needs to provide a report for the proper
prioritization for further mitigation. Which of the following vulnerabilities should have the highest priority for the mitigation process?

A. A vulnerability that has related threats and loCs, targeting a different industry
B. A vulnerability that has no adversaries using it or associated loCs
C. A vulnerability that is related to a specific adversary campaign, with loCs found in the SIEM
D. A vulnerability that is related to an isolated system, with no loCs

Answer: C

Explanation:
A vulnerability that is related to a specific adversary campaign, with IoCs found in the SIEM, should have the highest priority for the
mitigation process. This is because it indicates that the vulnerability is actively being exploited by a known threat actor, and that the
organization's security monitoring system has detected signs of compromise. This poses a high risk of data breach, service disruption,
or other adverse impacts. Reference: How to Prioritize Vulnerabilities Effectively: Vulnerability Prioritization Explained, Section:
How to prioritize vulnerabilities step by step to avoid drowning in sea of problems; CompTIA CySA+ Study Guide: Exam CS0-
003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 156.

NEW QUESTION # 223 
A company brings in a consultant to make improvements to its website. After the consultant leaves. a web developer notices unusual
activity on the website and submits a suspicious file containing the following code to the security team:
Which of the following did the consultant do?
Implanted a backdoor
Implemented privilege escalation
Implemented clickjacking
Patched the web server

A. Implanted a backdoor.

Answer: A

Explanation:
A backdoor is a method that allows an unauthorized user to access a system or network without the permission or knowledge of the
owner. A backdoor can be installed by exploiting a software vulnerability, by using malware, or by physically modifying the
hardware or firmware of the device. A backdoor can be used for various malicious purposes, such as stealing data, installing
malware, executing commands, or taking control of the system.
In this case, the consultant implanted a backdoor in the website by using an HTML and PHP code snippet that displays an image of
a shutdown button and an alert message that says "Exit". However, the code also echoes the remote address of the server, which
means that it sends the IP address of the visitor to the attacker. This way, the attacker can identify and target the visitors of the
website and use their IP addresses to launch further attacks or gain access to their devices.
The code snippet is an example of a clickjacking attack, which is a type of interface-based attack that tricks a user into clicking on a
hidden or disguised element on a webpage. However, clickjacking is not the main goal of the consultant, but rather a means to
implant the backdoor. Therefore, option C is incorrect.
Option B is also incorrect because privilege escalation is an attack technique that allows an attacker to gain higher or more
permissions than they are supposed to have on a system or network. Privilege escalation can be achieved by exploiting a software
vulnerability, by using malware, or by abusing misconfigurations or weak access controls. However, there is no evidence that the
consultant implemented privilege escalation on the website or gained any elevated privileges.
Option D is also incorrect because patching is a process of applying updates to software to fix errors, improve performance, or
enhance security. Patching can prevent or mitigate various types of attacks, such as exploits, malware infections, or denial-of-service
attacks. However, there is no indication that the consultant patched the web server or improved its security in any way.
Explanation:
The correct answer is
Reference:
1 What Is a Backdoor & How to Prevent Backdoor Attacks (2023)
2 What is Clickjacking? Tutorial & Examples | Web Security Academy
3 What Is Privilege Escalation and How It Relates to Web Security | Acunetix
4 What Is Patching? | Best Practices For Patch Management - cWatch Blog



NEW QUESTION # 224 
A security analyst noticed the following entry on a web server log:
Warning:
fopen (http://127.0.0.1:16) : failed to open stream:
Connection refused in /hj/var/www/showimage.php on line 7
Which of the following malicious activities was most likely attempted?

A. XSS
B. CSRF
C. RCE
D. SSRF

Answer: D

Explanation:
The malicious activity that was most likely attempted is SSRF (Server-Side Request Forgery). This is a type of attack that exploits a
vulnerable web application to make requests to other resources on behalf of the web server. In this case, the attacker tried to use the
fopen function to access the local loopback address (127.0.0.1) on port 16, which could be a service that is not intended to be
exposed to the public. The connection was refused, indicating that the port was closed or filtered. References: CompTIA CySA+
Study Guide: Exam CS0-003, 3rd Edition, Chapter 2: Software and Application Security, page 66.

NEW QUESTION # 225 
A payroll department employee was the target of a phishing attack in which an attacker impersonated a department director and
requested that direct deposit information be updated to a new account. Afterward, a deposit was made into the unauthorized
account. Which of the following is one of the first actions the incident response team should take when they receive notification of the
attack?

A. Assign security awareness training to the employee involved in the incident.
B. Review the actions taken by the employee and the email related to the event
C. Scan the employee's computer with virus and malware tools.
D. Contact human resources and recommend the termination of the employee.

Answer: B

Explanation:
In case of a phishing attack, it's crucial to review what actions were taken by the employee and analyze the phishing email to
understand its nature and impact.
Reference: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 6, page 246; CompTIA CySA+ CS0-003
Certification Study Guide, Chapter 6, page 255.

NEW QUESTION # 226 
An organization enabled a SIEM rule to send an alert to a security analyst distribution list when ten failed logins occur within one
minute. However, the control was unable to detect an attack with nine failed logins. Which of the following best represents what
occurred?

A. False negative
B. True negative
C. False positive
D. True positive

Answer: A

Explanation:
The correct answer is C. False negative.
A false negative is a situation where an attack or a threat is not detected by a security control, even though it should have been. In
this case, the SIEM rule was unable to detect an attack with nine failed logins, which is below the threshold of ten failed logins that
triggers an alert. This means that the SIEM rule missed a potential attack and failed to alert the security analysts, resulting in a false
negative.
A false positive is a situation where a benign or normal activity is detected as an attack or a threat by a security control, even though



it is not. A true negative is a situation where a benign or normal activity is not detected as an attack or a threat by a security control,
as expected. A true positive is a situation where an attack or a threat is detected by a security control, as expected. These are not
the correct answers for this question.
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