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NEW QUESTION # 58
Which generative Al impact is addressed by a human-in-the-loop design policy?
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A. scale changes
B. phishing

C. Al hallucinations
D. deep fakes

Answer: C

NEW QUESTION # 59
‘When designing security for applications distributed across multiple cloud providers, what is a key consideration?

A. MPLS cloud backbone routing

B. Local proxy deployment

C. High-performance DHCP services

D. Consistent identity and access policies

Answer: D

Explanation:
Consistent identity and access management policies across cloud providers ensure uniform security controls and simplify governance
n nutlti-cloud environments.

NEW QUESTION # 60

A bank experienced challenges with compromised endpoints gaining access to the internal network. To enhance security, the bank
wants to ensure that all endpomts are scanned for compliance checks before being allowed to access the network. Which action
achieves the level of security and control?

A. Set up data loss prevention policy.

B. Configure TrustSec using Cisco ISE.

C. Implement Posture validation using Cisco ISE.
D. Use MFA using Cisco DUO.

Answer: C

Explanation:

In high-security environments like banking, simply verifying a user's identity is insufficient; the "health" or security state of the device
must also be validated. Posture validation, implemented throughCisco Identity Services Engine (ISE), is the specific architectural
process used to ensure an endpoint meets the organization's security requirements-such as having an active antivirus, the latest OS
patches, or disk encryption enabled-before it is granted access to the internal network.

‘When an endpoint connects, Cisco ISE triggers a posture check (often via the Cisco Secure Client agent). If the device is found to
be non-compliant (e.g., outdated signatures), ISE can move the endpoint into a restricted quarantineVLAN where it can only access
remediation servers to update its software. Only after a successful re-scan shows the device is compliant is the network access
policy updated to allow full internal connectivity.

This effectively prevents compromised or "dirty" endpoints from spreading threats laterally across the bank's network.

WhileMF A(Option A) secures the user's identity and TrustSec(Option B) provides segmentation, only Posture validation addresses
the technical compliance of the endpoint hardware and software itself Data Loss Prevention(Option C) is focused on data transit
rather than initial network admission control.

NEW QUESTION # 61

A company recently discovered that a former employee, who left to join a competitor, continued to access and exfiltrate sensitive
data over several weeks after leaving, The breach highlighted vulnerabilities in the organization's data security and access
management practices. To prevent such incidents in the future, the organization must adopt measures that detect and restrict
unauthorized data access and transfer. Which mitigation strategy must be implemented to address the issue?

A. Tmplement data loss prevention strategy.

B. Upgrade network policy access.

C. Implement web application firewall.

D. Deploy audit logging and monitoring solution.



Answer: A

Explanation:

A Data Loss Prevention (DLP) strategy directly addresses the problem of unauthorized access and exfiltration of sensitive data.
DLP tools monitor, detect, and block suspicious data transfers, ensuring that insiders or former employees cannot copy, email, or
upload sensttive information without authorization. This provides the required prevention and control that the scenario calls for.

NEW QUESTION # 62
Which tool is used by SOC analyst to quarantine an endpoint?

A. Cisco XDR
B. flow collector
C. syslog

D. load balancer

Answer: A

Explanation:
Cisco XDR (Extended Detection and Response) gives SOC analysts the ability to detect, nvestigate, and quarantine compromised
endpoints. It integrates telemetry across endpoints, network, and cloud, enabling coordinated response actions.

NEW QUESTION # 63
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