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E R #1363
Which of'the following algorithms does *NOT* provide hashing?
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A. MD5
B. SHA-1
C.RC4
D. MD2

Ef: C

it

Hashed Algorithms SHA-1 HMAC-SHA-1 MD5 HMAC-MD5
Pg 426 Hansche: Official ISC)2 Guide to the CISSP Exam
Note: MD2 is also a one-way hash, like MD5, but slower

M #1364
A prolonged power outage is a:

A. blackout
B. fault

C. surge

D. brownout

EfE: A

R #1365
‘When building a data center, site location and construction factors that increase the level of vulnerability to physical threats include

A. proximity to high crime areas of'the city.

B. hardened building construction with consideration of seismic factors.
C. adequate distance from and lack of access to adjacent buildings.

D. curved roads approaching the data center.

EfE: A

fiR .-

When building a data center, site location and construction factors that increase the level of vulnerability to physical threats include
proximity to high crime areas of the city. This factor increases the risk of theft, vandalism, sabotage, or other malicious acts that
could damage or disrupt the data center operations. The other options are factors that decrease the level of vulnerability to physical
threats, as they provide protection or deterrence against natural or human-made hazards. Hardened building construction with
consideration of seismic factors (A) reduces the impact of earthquakes or other natural disasters. Adequate distance from and lack
ofaccess to adjacent buildings (B) prevents unauthorized entry or fire spread from neighboring structures.

Curved roads approaching the data center slow down the speed of vehicles and make it harder for attackers to ram or bomb the
data center. References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 10, page

637; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 10, page 699.

R #1366
Which of the below strategies would MOST comprehensively address the risk of malicious insiders leaking sensitive information?

A. Background checks, data encryption, web proxies

B. Least privilege access, Data Loss Protection (DLP), physical access controls
C. Data Loss Protection (DIP), firewalls, data classification

D. Staff vetting, least privilege access, Data Loss Protection (DLP)

IEf#: D
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Staff vetting, least privilege access, and Data Loss Protection (DLP) are the strategies that would most comprehensively address the
risk of malicious insiders leaking sensitive information. Staff vetting is the process of verifying the background, qualifications, and
trustworthiness of the employees or contractors who have access to the organization's information and assets. Staff vetting can help
prevent hiring or retaining individuals who may pose a security risk or have malicious intentions. Least privilege access is the principle



of granting the mmnimum level of access necessary for a user or process to perform their assigned tasks. Least privilege access can
help limit the exposure and damage of sensitive information in case of a breach or misuse by an insider. Data Loss Protection (DLP)
is a technology that monitors, detects, and prevents the unauthorized transfer or leakage of sensitive data from the organization's
network or systers.

DLP can help protect the confidentiality and integrity of the data and enforce the organization's security policies and conpliance
requirements.

P #1367
Which of the following BEST describes the responsibilities of a data owner?

A. Determining the impact the information has on the mission of the organization

B. Ensuring accessibility to appropriate users, maintaining appropriate levels of data security
C. Maintaining findamental data availability, including data storage and archiving

D. Ensuring quality and validation through periodic audits for ongoing data integrity

Ef#: B
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Explanation/Reference:

Reference: httpz//resources.infosecinstitute.convcategory/certifications- training/cissp/domains/asset- security/data-and-system-
ownership/#gref
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