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HEE #70
An SRX Series Firewall operates in which two modes? (Choose two.)

A. packet mode
B. wireless mode
C. flow mode

D. route mode

HE. AC

3.

SRX Series Firewalls can operate in flow mode and packet mode.

- Flow mode provides stateful inspection, applying security policies and UTM features.

- Packet mode perforns stateless packet-based forwarding, bypassing session-based processing.
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BE#T
Which two statements about the null zone on an SRX Series Firewall are correct? (Choose two.)

A. A logical interface configured in a security zone removes it from the null zone.

B. Transit interfaces are assigned to the null zone by default.

C. The null zone can be configured to accept traffic to or from the SRX Series Firewall.
D. Traffic rejected by the security policy is sent to the null zone for logging.

HE: AB

MY

When a logical interface is assigned to a security zone, it is removed from the null zone and becomes part of that zone's security
policy domain.

Interfaces that are not explicitly assigned to any security zone are placed in the null zone by default, making them transit interfaces
without security policy processing,

EE#72
Which two criteria would be used for matching in security policies? (Choose two.)

A. MAC address
B. interface name
C. applications

D. source address

Y. CD

MH.

Security policies in Junos OS match traffic based on specific criteria:

* Source and destination addresses(Option B).

* Application(Option D), which may be defined as services (e.g,, tcp/80) or recognized through ApplID.
Other options:

* MAC addresses(Option A) are not used in policy matching; policies operate at Layer 3/4.

* Interface name(Option C) is used in firewall filters, not in security policy definitions.

Correct Criteria:Source address and Applications

Reference:Juniper Networks -Security Policy Match Conditions, Junos OS Security Fundamentals.

HE#T73
Which statement is correct about capturing transit packets on an SRX Series Firewall?

A. You can capture transit packets by using a firewall filter on the loopback mterlace.
B. You can capture transit packets using sampling and port mirroring,

C. You can capture transit packets by using the tcpdump utility in the shell.

D. You can capture transit packets on the egress interface using a firewall filter.

He. C
Y.

The tepdump utility in the SRX shell captures live transit traffic directly from interfaces, allowing inspection of packets as they pass
through the firewall.

EE #74
What is the purpose of a feature profile in a UTM configuration?

A. Tt defines the operation of a specific UTM feature.
B. It defines an object list.

C. It applies a UTM feature to a security policy.

D. It applies a UTM feature to protocol traffic.



HE: A

Y.

Afeature profilein a UTM (Unified Threat Management) configuration defines how a specific UTM feature should operate. Examples
mnclude:

* Anantivirus feature profilethat specifies the type of scanning to perform (streaming or full file-based).

* Aweb filtering feature profilethat defines filtering methods, categories, and actions.

* Anantispam profilethat defines how spam detection and actions are performed.

Feature profiles do not directly apply to traffic or policies. Instead, they arereferenced inside a UTM policy, and then that policy is
applied to a security policy.

Therefore, a feature profile's purpose is todefine the operation of a specific UTM feature.

Reference:Juniper Networks -Junos OS Security Fundamentals, UTM Profiles and Policies.
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