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MikroTik Certified Network Associate Exam Sample Questions (Q57-Q62):

NEW QUESTION # 57

Which statements are true regarding ICMP packets?

* [CMP guarantees datagram delivery.

* ICMP can provide hosts with information about network problens.
* ICMP is encapsulated within [P datagramns.

* ICMP is encapsulated within UDP datagrars.

A.land4

B. 1 only
C.2and3

D. All ofthe above

Answer: C

Explanation:
ICMP (Internet Control Message Protocol) is used for diagnostics and error reporting in IP networks. It is encapsulated directly
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within IP datagrams and not over UDP or TCP. It does not guarantee delivery - it merely provides feedback about problemns (e.g,,
host unreachable, time exceeded).

MTCNA Course Material - ICMP and Network Tools:

"ICMP is used for error messages and operational queries such as ping and destination unreachable. It is encapsulated in IP and
does not use TCP or UDP." Rene Meneses MTCNA Study Guide - ICMP Section:

"[CMP provides diagnostic information. It is a Layer 3 protocol encapsulated directly in IP. It does not provide guaranteed
delivery." MikroTik Wiki- ICMP Overview:

"[CMP packets are carried in [P packets and used for control messages. They are not transported using TCP or UDP."
Breakdown:

* Staterment 1: False - ICMP does not guarantee delivery

* Statement 2: True - provides network problem feedback

* Statement 3: True - encapsulated in IP

* Statement 4: False - ICMP is not encapsulated in UDP

Correct set: 2 and 3

NEW QUESTION # 58
A client that has successfully connected to a wireless network is considered to be which of the following?
Choose all that apply:

A. Associated

B. Unauthenticated
C. Authenticated
D. Unassociated

Answer: A,C

Explanation:

For a client to exchange data over a wireless network, it must complete two key steps:

* Association - Establishes the basic radio link between client and access point

* Authentication - Verifies credentials (e.g., WPA2 handshake)

When both are complete, the client is both authenticated and associated.

* A#Authenticated - Encryption and access control is complete

* B.#Associated - Wireless radio link is established

* C.#Unauthenticated - Incorrect; client is verified

* D #Unassociated - Incorrect; client is linked to AP

Extract from MTCNA Course Material - Wireless Client States:

"A connected client is associated (Layer 2) and authenticated (security/credentials verified)." Extract from Terry Combs MTCNA
Notes - Wireless States:

"Authenticated and associated are required for data transfer. Unassociated = disconnected."”

NEW QUESTION # 59
What does the firewall action "Redirect” do? Select all true statements.

A. Redirects a packet to the router

B. Redirects a packet to a specified port on a host in the network
C. Redirects a packet to a specified port on the router

D. Redirects a packet to a specified IP

Answer: A,C

Explanation:

The redirect action in MikroTik's NAT firewall rules is used to force traffic (usually from LAN clients) to a local service on the
router - for exanmple, redirecting all DNS queries to the router's DNS server, or forcing web traffic to a proxy.

Details:

* It changes the destination IP to the router's IP automatically (without needing to specify it)

* Tt also allows port redirection (e.g,, dst-port=80 # to 3128 for proxy) Evaluation:

* A#True - You can redirect to a specific port on the router

* B.#False - Redirect does not change destination IP to an arbitrary host; for that, use dst-nat

* C#True - Redirect forces traffic to the router itself



* D#False - dst-nat is used to forward packets to internal hosts, not redirect MTCNA Course Manual - NAT Actions:
"Redirect action changes destination to the router itself. This is useful for forcing traffic through router services." Rene Meneses
Guide - NAT Behavior:

"Redirect = router-local services like DNS or proxy. Use dst-nat for remote hosts." Terry Combs Notes - Firewall Actions:
"Use redirect when you want to intercept traffic and handle it locally on the router."

NEW QUESTION # 60
For static routing functionality, additionally to the RouterOS 'system package, you will also need the following software package:

A. advanced-tools
B. no extra package required
C. dhep

D. routing
Answer: B

NEW QUESTION # 61
To use masquerade, you need to specify

A. action=masquerade, in-interface, chain—=src-nat
B. action=accept, out-interface, chain=src-nat

C. actiormmasquerade, out-interface, chain=dst-nat
D. actiormmasquerade, out-interface, chain=src-nat

Answer: D

NEW QUESTION # 62
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