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Q53):

NEW QUESTION # 48

The security team has requested that high-sensitivity workloads be protected using Confidential Computing in your VMware
vSphere Foundation (VVF) 9.0 environment. These workloads handle regulated data that must be isolated from the hypervisor and
other tenants, even when running on the same ESX host.

The vSphere administrator is responsible for ensuring that only trusted hosts are used and that virtual machines are configured with
hardware-enforced memory isolation.

Which two configurations must you implement to support Confidential Computing for these workloads?

(Choose two.)

A. Configure Encrypted vMotion with "Required" mode for the VM.

B. Enable AMD SEV-SNP or Intel TDX support in the host BIOS and confirm compatibility in vSphere.
C. Enable vSphere Trust Authority and set the Confidential Computing flag.

D. Create virtual machines with hardware version 22 and set the Confidential Computing flag,

E. Use TPM 2.0 on the guest OS to generate attestation reports for VM launch.

Answer: B,C

Explanation:

ForConfidential Computing in vSphere 9.0:

* Hardware Memory Isolation: RequiresAMD SEV-SNP (Secure Encrypted Virtualization - Secure Nested Paging)orntel TDX
(Trust Domam Extensions)enabled in the host BIOS and supported by ESXi. (C)

* Trusted Hosts: Must usevSphere Trust Authority (VTA)to ensure that only verified, secure hosts run Confidential VMs. The VM
nust have theConfidential Computing flagset. (E) Other options:

* A. VM Hardware version 22# Required for new features, but Confidential Computing specifically requires hardware + vTA.

* B. TPM 2.0 guest OS attestation# Not used for Confidential Computing, that's host-based attestation.

* D. Encrypted vMotion Required# Recommended for secure VMotion, but not sufficient for Confidential Computing,
References:

VMware vSphere 9.0 -Confidential Computing Requirements

VMware Docs: vSphere with AMD SEV-SNP and Intel TDX

NEW QUESTION # 49

An administrator is preparing to deploy VMware vSphere Foundation using the VMware Cloud Foundation (VCF) Installer wizard.
During host onboarding, it is discovered that the VMware ESX hosts each have different root passwords.

Which deployment method must be used to continue the nstallation?

A. Proceed with the wizard and override host credentials during staging.
B. Set the password to expire on all ESX hosts.

C. Use the deployment wizard and enter credentials per host manually.
D. Use a JSON specification file to define per-host credentials.

Answer: D

Explanation:

When deploying VMware vSphere Foundation using theVCF Installer wizard, host onboarding requires consistent access
credentials.

* IfESX hosts havedifferent root passwords, the wizard cannot proceed using a single credential.

* In this case, administrators must use aJSON specification fileto defineper-host credentials, ensuring each host can be onboarded
successfully.

* The JSON specification allows defining host-specific parameters (IP, hostname, root password, networking, etc.).

Other options are incorrect:

* A. Proceed with wizard and override host credentials during staging# Not supported.

* B. Use deployment wizard and enter credentials per host manually# Wizard requires uniform credentials.

* C. Set password to expire on all ESX hosts# Irrelevant to deployment and would cause failures.

References:

VMware Cloud Foundation Deployment Guide -Host onboarding using JSON specification(covered in installer documentation).
‘VMware Docs: Using JSON Specification for VCF Deployment



NEW QUESTION # 50

An administrator must configure identity access for VMware vSphere Foundation (VVF) to allow admin accounts from the
enterprise Active Directory domain corp.local to log in using domain credentials. Security requires authentication to use the default
Active Directory protocol, without federation.

‘Which configuration step is required to enable Active Directory users to authenticate to vCenter?

A. Configure Identity Federation using SAML with corp.local.

B. Add Active Directory over LDAP as an identity source.

C. Configure a trusted identity provider using OpenlD Connect (OIDC).

D. Add the domain controller certificate to the Trusted Root store in vCenter.

Answer: B

Explanation:

To allowActive Directory domain users(corp.local) to authenticate in vCenter with domain credentials:
* The correct method is configuringActive Directory over LDAP as an identity source. (D)

* This uses thedefault AD protocol (LDAP/Kerberos)without requiring SAML or OIDC federation.
Other options:

* A. Adding domain controller certificate# Needed for LDAPS but not the main step.

* B. Identity Federation with SAML# Requires federation, not allowed per requirements.

* C. OpenlD Comnect (OIDC)# Used for external IdPs, not traditional AD auth.

References:

VMware vSphere 9.0 -Configuring Active Directory Identity Sources

VMware Docs: Add AD over LDAP as Identity Source

NEW QUESTION # 51

An admmnistrator is tasked to configure VMware Cloud Foundation (VCF) Operations alerts to notify only relevant stakeholders
when alerts trigger.

‘Which configuration step will satisfy the requirement?

A. Configure notification to use generic contact information.
B. Configure notification for only critical alerts.

C. Configure notification to specific alert recipients.

D. Configure notification to write a file to an output folder.

Answer: C

Explanation:

InVCF Operations, alerts can be configured withnotification settings. To ensure onlyrelevant stakeholdersreceive alerts:
* You assignspecific recipientsto notifications.

* This avoids alert fatigue and ensures tearms only see alerts they are responsible for.
Other options:

* A. Write to file# Not for stakeholder notifications.

* B. Only critical alerts# Reduces volume, but still not targeted to relevant recipients.
* D. Generic contact info# Sends to broad groups, not selective.

References:

VMware Cloud Foundation 9.0 - Alerting and Notification Settings

VMware Docs: Configuring Notifications in vRealize Operations

NEW QUESTION # 52

An administrator has successfully deployed the VMware Cloud Foundation (VCF) Installer appliance to begin a new VMware
vSphere Foundation (VVF) deployment. The VMware ESX hosts are powered on and meet all hardware and connectivity
prerequisites.

‘What is the next step to begin deploying vSphere Foundation?

A. Manually deploy the vCenter Server Appliance.
B. Launch the VCF Installer deployment wizard.
C. Install SDDC Manager using the VCF Installer.
D. Enable SSH on all ESX hosts.



Answer: B

Explanation:

After successfully deploying theVCF Installer appliance, and ensuring ESXi hosts are powered on and meet prerequisites, thenext
stepis to:

* Launch the VCF Installer deployment wizard, which guides administrators through host onboarding, vCenter deployment, and
cluster setup forvSphere Foundation.

Other options:

* A. Enable SSH on all ESX hosts# Not required unless troubleshooting,

* C. Install SDDC Manager using VCF Installer# Only applies to full Cloud Foundation, not vSphere Foundation deployment.
* D. Manually deploy vCenter Server Appliance# The Installer wizard automates this.

References:

VMware Cloud Foundation 9.0 -Using VCF Installer for vSphere Foundation VMware Docs: VCF Installer Deployment
Workflow

NEW QUESTION # 53
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