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¢ Troubleshoot and Optimize the VMware Solution: This section evaluates the skills of VMware Networking
Professionals in troubleshooting and optimizing NSX solutions. Candidates will use log files to identify
issues, including locating default log file locations and generating log bundles to assist in diagnostics.

feEY 71

¢ VMware Solution: This section measures the skills of VMware NSX Networking professionals and covers
knowledge ofthe VMware Virtual Cloud Network and NSX. Candidates will demonstrate an

hEY 72 understanding of the NSX management cluster and the data plane, focusing on how these components

interact to provide network virtualization.

¢ Install, Configure, and Administrate the VMware Solution: This domain targets VMware System
FEy 23 admunistrators and emphasizes preparing an NSX infrastructure for deployment. Candidates will learn to
create transport zones and configure essential components necessary for a functional NSX environment.
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HH #34
‘Which two commands does an NSX admmnistrator use to check the IP address of the VMkernel port for the Geneve protocol on
the ESXi transport node? (Choose two.)

A net-dvs

B. esxcfg-nics -1

C. esxcfg-vmknic -1

D. esxcli network ip interface ipv4 get
E. esxcli network nic list

_EE%: C\ D

it

The esxcli network ip interface ipv4 get command is used to display the IP address configuration of the VMkernel network
interfaces, including those used for the Geneve protocol.

The esxcfg-vimknic -1 command lists all VMkernel network interfaces, including their IP addresses, which can help identify the
VMkernel port for the Geneve protocol.

HM #35
When collecting support bundles through NSX Manager, which files should be excluded for potentially containing sensitive
mformation?

A. Controller Files
B. Management Files
C. Core Files

D. Audit Files

Ef#: C

R

According to the VMware NSX Documentationl, core files and audit logs can contain sensitive information and should be excluded
from the support bundle unless requested by VMware technical support. Controller files and management files are not mentioned as
containing sensitive information.

Reference: 1: Support Bundle Collection Tool - VMware Docs

Core files and Audit logs might contain sensitive information such as passwords or encryption keys.

httpsv/docs.vimware.comen/ VMware-NSX/4. 1 /administration/GUID-73D9AF0D-4000-4EF2- AC66-

6572AD1A0B30.html

E Y #36
What can the administrator use to identify overlay segments in an NSX environment if troubleshooting is required?

A. VIAN ID
B. Geneve ID
C. VNIID

D. Segment ID

IEf: C
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According to the VMware NSX Documentationl, a segment is mapped to a unique Geneve segment that is distributed across the
ESXi hosts in a transport zone. The Geneve segment uses a virtual network identifier (VNI) as an overlay network identifier. The
VNI ID can be used to identify overlay segments in an NSX environment if troubleshooting is required.

B #37
An NSX administrator Is treating a NAT rule on a Tler-0 Gateway configured In active-standby high availability mode.



‘Which two NAT rule types are supported for this configuration? (Choose two.)

A. 1:1 NAT

B. Port NAT

C. Reflexive NAT
D. Destination NAT
E. Source NAT

IE%: D\ E
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According to the VMware NSX Documentation, these are two NAT rule types that are supported for a tier-0 gateway configured
in active-standby high availability mode. NAT stands for Network Address Translation and is a feature that allows you to modify the
source or destination IP address of a packet as it passes through a gateway.

Destination NAT: This rule type allows you to change the destination IP address of a packet from an external IP address to an
internal I[P address. You can use this rule type to provide access to your internal servers from external networks using public [P
addresses.

Source NAT: This rule type allows you to change the source IP address of a packet from an internal IP address to an external [P
address. You can use this rule type to provide access to external networks from your internal servers using public IP addresses.

HM #38
NSX improves the security of today's modern workloads by preventing lateral movement, which feature of NSX can be used to
achieve this?

¢ A Edge Firewalling
¢ B. Dynamic Routing
e C. Virtual Security Zones
¢ D. Network Segmentation

iFf@E: D

R

According to the web search results, network segmentation is a feature of NSX that improves the security of today's modern
workloads by preventing lateral movement. Lateral moverment is a technique used by attackers to move from one compromised
system to another within a network, exploiting vulnerabilities or credentials. Network segmentation prevents lateral movement by
dividing a network into smaller segments or zones, each with its own security policies and controls. This way, if one segment is
compromised, the attacker cannot access other segments or resources.

NSX enables network segmentation by using micro-segmentation, which applies granular firewall rules at the virtual machine level,
regardless of the physical network topology.
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