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Die Cisco 300-215-Priifung ist ein computergestiitzter Test, der aus Multiple-Choice-Fragen besteht. Die Priifing ist 90 Minuten
lang und besteht aus 60-70 Fragen. Die Priifingsgebiihr betrdgt 300 US -Dollar und kann in jedem Pearson Vue Testing Center
weltweit eingenommen werden. Kandidaten, die die Priifung bestehen, erhalten die Cisco Certified Cyberops Professional
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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps 300-215 Priifungsfragen mit Losungen (Q45-

Q50):

45. Frage

An enployee receives an email from a "trusted" person containing a hyperlink that is malvertising, The employee clicks the link and
the malware downloads. An information analyst observes an alert at the SIEM and engages the cybersecurity teamto conduct an
analysis of this incident in accordance with the incident response plan. Which event detail should be included in this root cause
analysis?

e A alert identified by the cybersecurity team
e B. phishing email sent to the victim

e (. alarmraised by the SIEM

e D. information from the email header

Antwort: C

46. Frage
Refer to the exhibit.
cindicator:Observable id= "example:Observable-9¢c2869a2-f822-4682-bda4-e89d31b18704">
<cybox:Object id= "example: EmailMessage-9d56af8e-5588-4ed3-affd-bd769ddd7fe2">
<cybox Properties xsi:type= "EmailMessageObj EmailMessageObjectType™>
<EmailMessageObj Attachments>
<EmailMessageObjFile object_reference= "example:File-c182bcb6-8023-44a8-b340-157295abc8ab’/.
</EmailMessageObj Attachments:>
</cybox Properties>
<cybox:Related_Objects>
<gcybox:Related_Object id= "example:File-c182bcb8-8023-44a8-b340-157295abc8a6”
<cybox:Properties xsi:type= "FileObj:FileObjectiype">
<FileObj:File_Name condition= "StartsWith">Final Report</FileObj File_Name>
<FileObj:File_Extension condition= "Equals">doc exe</FileObj File_Extension>
</cybox:Properties>
<cybox:Relationship xsitype= "tyboxVVotabs ObjectRelationshipVocab-1.1">Contains</cybox:Relationship>
</cybox:Related_Object=
</cybox:Related_Objects>
</cybox Object>
</indicator.Observable>
Which determination should be made by a security analyst?

A. An email was sent with an attachment named "Grades.doc".

B. An email was sent with an attachment named "Grades.doc.exe".

C. An email was sent with an attachment named "Final Report.doc.exe".
D. An email was sent with an attachment named "Final Report.doc".

Antwort: C

Begrindung;

The XML structure shows that:

* The file namestarts with:"Final Report"
* The file extensionequals:"doc.exe"
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Together, this forms"Final Report.doc.exe"- a knowndouble-extensiontechnique used todisguise executablesas benign documents.
This is a red flag in email forensics, commonly linked tomalware distribution, and explicitly covered in the Cisco CyberOps study
material as a typicalevasion methodfor malicious attachments.

47. Frage

An engineer received a report of a suspicious email from an employee. The employee had already opened the attachment, which
was an empty Word document. The engineer cannot identify any clear signs of compromise but while reviewing running processes,
observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe process. What is the recommended action
the engineer should take?

A. Investigate the sender of the email and commumnicate with the employee to determine the motives.
B. Contain the threat for further analysis as this is an indication of suspicious activity.

C. Monitor processes as this is standard behavior of Word macro embedded documents.

D. Upload the file signature to threat intelligence tools to determine if the file is malicious.

Antwort: B

Begrindung;

This behavior is consistent withmalicious macro activity. A PowerShell process being spawned fromwinword.exeviacmd.exestrongly
idicates execution of an embedded script. Cisco recommends containment as a critical next step:

"Contain the threat as soon as malicious behavior is observed to prevent lateral movement or additional compromise".

48. Frage

An incident response team is recommending changes after analyzing a recent compromise in which:

* a large number of events and logs were nvolved;

* team members were not able to identify the anomalous behavior and escalate it in a timely manner;

* several network systerns were affected as a result of the latency in detection;

* security engineers were able to mitigate the threat and bring systems back to a stable state; and

* the issue reoccurred shortly after and systems became unstable again because the correct mformation was not gathered during the
mnitial identification phase.

Which two recommendations should be made for improving the incident response process? (Choose two.)

¢ A. Improve the mitigation phase to ensure causes can be quickly identified, and systems returned to a finctioning state.

¢ B. Implement an automated operation to pull systems events/logs and bring them into an organizational context.

¢ C. Allocate additional resources for the containment phase to stabilize systens in a timely manner and reduce an attack's
breadth.

e D. Modify the incident handling playbook and checklist to ensure alignment and agreement on roles, responsibilities, and steps
before an incident occurs.

¢ E. Formalize reporting requirements and responsibilities to update management and internal stakeholders throughout the
incident-handling process effectively.

Antwort: B,D

Begriindung;

The Cisco study material recommends integrating automation for log/event collection and contextual analysis to reduce detection
delays and ensure rapid identification of anomalies. It also emphasizes the need for pre- defined roles and documented steps in
anlncident Handling Playbook, following NIST SP 800-61 Rev.2 standards, to improve consistency and readiness during incidents.

49. Frage
Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right.
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